
Interested in another area of law? stay informed by signing up for other Blaneys' newsletters: www.blaney.com/newsletter-signup

BLURRED LINEs: MOBILE DEvIcEs IN
ThE WORkPLAcE

christopher Mcclelland

As smartphones become increasingly common in

the workplace, many employers are recognizing

the difficulty of  attempting to draw a clear line

between a “work device” and a “personal device.”

Employers have adapted to this issue in different

ways. Some employers permit employees to use

their own mobile device to access the employer’s

corporate networks and systems (commonly

referred to as “Bring Your Own Device” or

“BYOD”). Other employers provide employees

with mobile devices that contain pre-installed

software allowing for the creation of  a “person-

al” profile that is kept separate from the “work”

profile. Even in cases where an employer does

not specifically address the issue, it is often

implicitly recognized that an employee who is car-

rying a mobile device with them for work pur-

poses will engage in some personal activities on

that device, whether that means surfing the inter-

net, checking personal email accounts or using

the map function. 

The blending of  work and personal use on a sin-

gle device raises a number of  employment and

privacy related issues. For many employees, their

mobile device is one of  the primary tools they

use to interact with their colleagues and to per-

form their work. At the same time, personal use

of  a mobile device will almost inevitably result in

the device containing personal information, some
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of  which may be very sensitive. Employers

should therefore regularly review their existing

policies to ensure that employees have a clear

understanding of  the employer’s expectations

regarding the use of  mobile devices. The follow-

ing is a list of  topics that employers may wish to

address in their policies:

Personal Use

It is possible for an employer to prohibit any per-

sonal use of  corporate-owned mobile devices.

However, doing so would require that the

employer take specific steps to enforce the poli-

cy (including by potentially imposing discipline)

and do so consistently. In most cases, the

employer will permit limited personal use so long

as it does not interfere with the employee’s duties

and responsibilities or result in the violation of

any other policies. In cases where the employee

provides their own personal device the employer

retains even less control, making it even more

important to have policies in place.

Acceptable Use

Employers should impose explicit acceptable use

guidelines that distinguish between using a

mobile device for work purposes and personal

purposes.

Off-the-clock Work

Employees that use mobile devices for work are

much more likely to review work-related emails

and perform work outside of  normal office

hours. This can create potential difficulties if  the

“The blending of  work and personal use on a single device raises
a number of  employment and privacy related issues.”



“By allowing an employee to use their corporate mobile device 

for non-work-related purposes, an employer is implicitly acknowledging that an

employee has a reasonable expectation of  privacy ...”
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employee is eligible for overtime or performs

work when they are on a leave of  absence. The

employer’s policies should specifically address

these situations. 

Information security concerns

Employers should provide clear instructions to

employees about how they may perform work

tasks on their mobile device to ensure that com-

pany data, networks and systems are protected.

Employers should also explain what will happen

to the work information and the personal infor-

mation on the mobile device if  it is lost or stolen

(i.e. the employer’s IT department may need to

reset or wipe the device).

Employee Privacy

By allowing an employee to use their corporate

mobile device for non-work-related purposes, an

employer is implicitly acknowledging that an

employee has a reasonable expectation of  priva-

cy with respect to the personal information con-

tained or stored on the mobile device. It is there-

fore important for the employer to specifically set

out under what circumstances it will monitor or

access the information stored on the mobile

device.

If  the mobile device has a “work profile” and a

“personal profile,” the presumption is that the

employer will not monitor or inspect the infor-

mation contained or stored within the personal

profile. At the same time, the employer should

clarify the extent to which it will monitor or

inspect the information contained or stored with-

in the work profile, both during and at the end of

the employment relationship.

Termination

Employers should clarify what happens to the

information contained or stored on the mobile

device when employees are terminated or resign

their employment. If  the mobile device belongs

to the employer, the employee may wish to be

given an opportunity to back-up or remove any

personal information stored within the personal

profile. If  the mobile device belongs to the

employee, the employer will likely want to ensure

that it has the ability and the right to access the

device in order to remove any work-related infor-

mation.

Given the myriad of  issues that are unique to the

use of  mobile devices in the workplace, employ-

ers may consider developing a stand-alone mobile

device policy. Doing so would make it easier for

the employer to respond to the changes in tech-

nology that are likely to continue blurring the line

between work devices and personal devices. 

NEW MANDATORY WORkINg AT
hEIghTs TRAININg

Maria kotsopoulos

On April 1, 2015, mandatory working at heights

training came into effect under the Occupational

Health and Safety Awareness Training Regulation

of  the Occupational Health and Safety Act for work-

ers on construction sites using any of  the follow-

ing methods of  fall protection:

• Travel restraint systems;

• Fall restricting systems;

• Fall arrest systems;

• Safety nets; and

• Work belts or safety belts.
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“The working at heights training program ... must also be delivered
by an approved training provider before workers can work at heights.”
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The Regulation now requires employers to ensure

the completion of  a working at heights training

program by these employees. 

The working at heights training program must be

one that is approved by the Chief  Prevention

Officer. It must also be delivered by an approved

training provider before workers can work at

heights.

Workers who, prior to April 1, 2015, met the fall

protection training requirements in subsection

26.2(1) of  the Construction Projects Regulation

under the OHSA will have a period of  two years

to complete an approved working at heights pro-

gram. Accordingly, these workers will have until

April 1, 2017, to complete this new mandatory

training in addition to the training requirements

of  the Construction Projects Regulation. 

PROPOsED AMENDMENT TO ThIRD
PARTY DEMAND PROvIs ION Of
EsA, 2000

Maria kotsopoulos

Bill 85 – otherwise known as the Strengthening and

Improving Government Act, 2015 – received first

reading in the legislature on April 2, 2015. The

Bill proposes an amendment to the third-party

demand section in Part XXIV of  the Employment

Standards Act, 2000. 

In its current form, section 125(1) provides that

where the Director of  Employment Standards

suspects a person owes money to, or is holding

money for, a person liable to make a payment

under the Act the Director may demand that all

or part of  the money be paid to the Director in

trust. 

If  passed, Bill 85 would go beyond this and per-

mit the Director to make this demand for all or

part of  the money to be paid to the Director in

trust where the Director believes or suspects that

a person will within 365 days owe money to or

hold money for the employer, director or other

person.

We will keep you updated on the progress of  this

legislation.

BLANEYs BLOgs

Blaney McMurtry LLP

Be sure to follow our regularly updated blogs,

published by the Firm and individual lawyers,

covering a variety of  topics: 

Blaneys@Work examines recent events and

decisions in the world of  labour and employment

law. [blaneysatwork.com] 

Henry J. Chang's Canada-US Immigration

Blog covers recent decisions, legislative changes

and news related to Canada and US immigration.

[www.americanlaw.com/immigrationblog/]  

Blaneys Ontario Court of  Appeal Summaries

(Blaneys OCA Blog) offers weekly summaries of

all decisions released by the Court of  Appeal for

Ontario (other than criminal law decisions).

[blaneyscourtsummaries.com]

Blaneys Fidelity Blog provides updates 
on recent developments in fidelity insurance 
in Canada and the United States, and covers other
topics of  interest to fidelity insurers. 
[blaneysfidelityblog.com]
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Blaneys on Target provides general information
to creditors and other persons interested in the
Target insolvency and its CCAA proceedings.
[blaneystargetccaa.com/updates/] 

BLANEYs PODcAsT 

Blaney McMurtry LLP

Blaneys Podcasts are available for download at

www.blaney.com/podcast. Topics to date include

Powers of  Attorney, Canada’s Anti-Spam

Legislation, Termination of  Employment,

Workplace Harassment, Family Law and

Succession Planning. In the newest podcast, Lou

Brzezinski answers questions about the firm’s

involvement in the Target insolvency proceeding

on behalf  of  unsecured creditors.

New podcasts continue to be posted so check

back regularly for the latest topic. Podcasts are

also available for download on iTunes.
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