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You.
As a claims adjuster, you already know
what it takes to tackle disasters. Now 
it’s time to use your experience and 
knowledge of disaster restoration to make 
a di� erence in a business of your own. 

Industry Potential.
With $1 billion in annual customer level 
revenue, ServiceMaster Restore is part of
a $15 billion industry* that’s needed
year-round, in any economy.

Ownership.
Instead of working for the insurance 
companies, you’ll be on the other side of 
things. When disaster strikes, it will be 
your company, your business and your 
employees hitting the ground running. 

National Accounts.
After years in the industry, we’ve built 
relationships with national accounts that 
could really pay o�  for your business with 
the potential for recurring revenue.**

Support.
Instead of operating on your own, you’ll 
have resources to train you in coordinating 
crews, hiring and training sta� , along with 
expert business, marketing and technical 
support.
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*15.5. billion in 2014 property & casualty insurance industry catastrophes losses: Insurance Information
Institute 2016 Fact Book.
**Referrals not guaranteed and not available in all locations.
***Financing subject to credit approval through SMAC.
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Financing is available through The ServiceMaster Acceptance Company L.P. (“SMAC”), a ServiceMaster company, to credit qualifi ed individuals.

© 2017 ServiceMaster Residential/Commercial Services L.P. All rights reserved. 17-XSMR-1498
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As a claims adjuster, you already know
what it takes to tackle disasters. Now 
it’s time to use your experience and 
knowledge of disaster restoration to make 
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Industry Potential.
With $1 billion in annual customer level 
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Instead of working for the insurance 
companies, you’ll be on the other side of 
things. When disaster strikes, it will be 
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After years in the industry, we’ve built 
relationships with national accounts that 
could really pay o�  for your business with 
the potential for recurring revenue.**

Support.
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crews, hiring and training sta� , along with 
expert business, marketing and technical 
support.
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*15.5. billion in 2014 property & casualty insurance industry catastrophes losses: Insurance Information
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**Referrals not guaranteed and not available in all locations.
***Financing subject to credit approval through SMAC.

The franchise sales information in this communication does not constitute an o� er to sell a franchise. The o� er of a franchise can only be made through 
the delivery of a Franchise Disclosure Document. Certain states require that we register the franchise disclosure document in those states before o� ering 
and selling a franchise in that jurisdiction. NY NOTE: This Advertisement is not an o� ering. An o� ering can only be made by a prospectus fi led fi rst with 
the Department of Law of the State of New York. Such fi ling does not constitute approval by the Department of Law. Moreover, we will not o� er or sell 
franchises in those states until we have registered the franchise (or obtained an applicable exemption from registration) and delivered the franchise disclosure 
document to the prospective franchisee in compliance with law.  ServiceMaster Residential/Commercial Services L.P. Minnesota File No. F7462. ServiceMaster 
Residential/Commercial Services L.P., 860 Ridge Lake Blvd., C2-7000, Memphis, TN 38120 

Financing is available through The ServiceMaster Acceptance Company L.P. (“SMAC”), a ServiceMaster company, to credit qualifi ed individuals.

© 2017 ServiceMaster Residential/Commercial Services L.P. All rights reserved. 17-XSMR-1498

CALL 888.350.5974
or visit servicemasterrestore.com/franchise-opportunities

Finance up to 80% of the initial franchise fee through (SMAC)
The ServiceMaster Acceptance Company.***

full pages claims.indd   5 12/15/17   11:30 AM

http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=5&exitLink=http%3A%2F%2Fservicemasterrestore.com%2Ffranchise-opportunities


6 | JANUARY 2018 | Claims Magazine | PropertyCasualty360.com

EDITOR’S NOTE

Patricia L. Harman, Editor-in-Chief
pharman@alm.com
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There has been an avalanche of sexual harassment claims in the main-

stream media of late as men in all areas of business have faced a wide 

range of accusations. As more and more women come forward to share 

their experiences, the reactions have been varied and no one disputes that sexual 

harassment exists in every industry. 

For insurers, each claim will need to be explored and the outcome deter-

mined on the case’s individual merits. Some claims will be denied due to lack of 

evidence or the length of time that has passed since the incident, others may 

be covered by employment practices liability insurance.

A couple of things to keep in mind. For anyone who has been subjected to 

some form of harassment, the details will be clear and memorable, no matter 

how many years or months have passed. Each woman will have her own reasons 

for not coming forward when the event occurred or will be able to explain what 

happened when she did. 

I know first-hand that people are reluctant to believe the word of a young em-

ployee over the word of a man who holds a position of power and has been with 

a company for many years. It is a classic case of “he said,” “she said,” and usually 

there is limited evidence that the harassment occurred because it normally takes 

place when no one else is around. 

If the employee doing the harassing has been employed by a company for a 

while, people do know about the behavior but may say that’s the way he is, or 

you’ll just have to put up with it. Women are frequently told that no one will be-

lieve them or that if they report it, no one will want to hire them in the future. In 

my case, I told several people inside and outside of the company who did noth-

ing, so ultimately I chose to leave – older and wiser.

There are other types of harassment in the workplace that employers should 

be aware of and have policies in place to address. Both parties to any incidents 

need to be treated with respect and have the opportunity to be heard. Ken 

Brownlee provides an excellent overview on questions to ask and what to con-

sider when one of these claims crosses your desk.

Sadly, this is one type of claim where there will be no winners, only losers.
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In the aftermath of the Northern Cali-
fornia wildfires, on Nov. 20, Insurance 
Commissioner Dave Jones directed 

the California Department of Insurance to 
issue a formal notice to insurers, licensed 
public adjusters and admitted carriers to 
make sure all claims adjusters assigned 
to wildfire claims, including those not li-
censed in California, are properly trained 
on the California Unfair Practices Act, 

Fair Claims Settlement Practices Regula-
tions, and all laws relating to property and 
casualty insurance claims handling.

The guidance continues to be impor-
tant as Southern Californians deal with 
wildfires in the Los Angeles area.

On Oct. 13, 2017, Jones issued a Dec-
laration of Emergency Situation in Cal-
ifornia due to the fires, which allowed 
insurance companies to use out-of-state 

adjusters to handle the large volume of 
claims resulting from the North Bay Fires 
and other fires. Recently, the commis-
sioner said in a statement, his office has 
received feedback from wildfire survi-
vors, public officials and others that some 
of the representations made by insurance 
adjusters conflict with California law.

“Helping residents start the claims 
process in the face of so many losses and 
claims necessitated extraordinary actions,” 
said Insurance Commissioner Dave Jones. 
“While getting claims settled is a priority, 
it must be done according to the laws in 
place to protect policyholders through a 
difficult process. I issued this notice to re-
mind insurers that claims adjusters must 
be properly trained and process all claims 
according to California law.”

Misinformation is worse than  
no information
The Department of Insurance noted that 
several fire survivors provided examples 
of incorrect insurer statements, such as 
the following:

•  An incorrect time frame was pro-
vided to collect full replacement cost 
to rebuild. Policyholders were told 
they have between 6 and 12 months. 
In a state of emergency, as these fires 
were, policyholders have no less than 
24 months under California law.

•  Fire survivors were advised that if 
they decide not to rebuild in the same 
location, the policyholder could not 
receive full replacement benefits. 
Instead, California law provides pol-
icyholders may choose to rebuild in 
the same location, a new location or 
purchase an already built home in an-
other location.

•  Survivors were told their additional 
living expense benefit would expire 
in 12 months. Under California law, 
in a state of emergency, policyholders 
have up to 24 months.

Any insurance claims adjusters with 
questions regarding the notice should call 
the Department of Insurance Licensing 
Hotline at 800-967-9331.

NATIONAL REPORT

On Nov. 14, the U.S House of 
Representatives passed the 21st 
Century Flood Reform Act 

(H.R. 2874) to address the issue of the 
cost of repeatedly flooded properties dr

California Dept. of Insurance 
Issues Formal Notice about 
Wildfire Claims
By Rosalie L. Donlon, PropertyCasualty360.com
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NATIONAL REPORT

Wells Fargo was served with an 
accusation by the California 
Department of Insurance 

seeking to suspend or revoke its licenses 
to transact personal insurance for alleged 
improper insurance sales practices re-
lated to the company’s online insurance 
referral program.

The accusation is the result of a depart-
ment investigation that found that from 
2008 to 2016, Wells Fargo customers were 
issued approximately 1,500 insurance 
policies and charged premiums without 
their knowledge or permission. 

“Companies that are licensed to transact 
insurance have an obligation to act with 

integrity, comply with all state and insur-
ance laws and represent the best interests of 
consumers,” said Insurance Commissioner 
Dave Jones. “When any producer violates 
consumer trust in the name of profit, it re-
flects poorly on the entire profession.” 

History of regulatory woes
Unfortunately for Wells Fargo’s insurance 
practice, this is not its first offense.

In July, the company planned to com-
pensate more than 500,000 borrowers 
who were unwittingly sold car insur-
ance. Despite its questionable practices, 
the company was surrounded by a major 
scandal on the banking side last year.

In 2016, Wells Fargo paid $185 million to 
government regulators to settle claims that 
the bank opened fraudulent deposit and 
credit card accounts. A bank review found 
that there were approximately 3.5 million 
unauthorized deposit and credit card ac-
counts opened from 2009 to 2016. Bank 
employees opened these unauthorized 
accounts as part of an incentive compen-
sation program that indirectly encouraged 
improper sales practices and was not ade-
quately overseen by bank management.

Wells Fargo is expected to file a Notice 
of Defense. 

North American property & ca-
sualty insurers were hit hard by 
catastrophe losses in the first 

nine months of 2017, leading to a deteri-
oration in operating results, a new Fitch 
Ratings special report explains.

Fitch Ratings compiled nine-month 
GAAP financial results for 52 P&C rein-
surers that are publicly traded or report 
GAAP consolidated results.

The nine-month GAAP financial re-
sults for this group show operating return 
on equity (ROAE) declined to 4.3% com-
pared to 7.1% in the first nine months of 
2016. The Fitch report says only seven out 
of the 52 P&C insurers reported an oper-
ating ROAE above 10% through the first 
three quarters of this year.

Driven by Hurricanes Harvey, Irma 
and Maria, reported catastrophe losses 
nearly tripled from this time last year to 
$27.9 billion, compared to $9.7 billion in 
2016. Experts say 2017 could end up be-
ing a record year for insured catastrophe 
losses, as various industry estimates ex-
pect losses to reach $70-100 billion.

“The reinsurance and Florida special-
ist segments were especially hit hard by 
catastrophe losses, which represented 
nearly 25% and over 16% of earned pre-
mium through the first nine months 
of this year, respectively,” said Director 
Chris Grimes of Fitch Ratings. Fitch 
believes that 2017 may see a record for 
insured catastrophe losses for the U.S. 
property and casualty market. 

Strong investment results offset the 
weaker underwriting earnings, the report 
explains. The aggregate group (excluding 
Berkshire Hathaway Inc.) reported re-
alized gains of $2.1 billion in the first 9 
months of 2017, up from a $400 million 
realized loss in 2016.

Boosting operating results across all 
sectors, net investment income increased 
to $36.5 billion, compared to $34.6 billion 
in the previous year.

Fitch maintains a Stable Rating Out-
look for each of the sectors covered in 
this report (U.S. commercial, U.S. per-
sonal, and global reinsurance). Broad-
based rating changes are unlikely in 
the next 12-24 months. Personal and 
commercial lines have stable sector 
outlooks, while the reinsurance sector’s 
outlook is negative, as intense market 
competition and sluggish cedent de-
mand have resulted in a soft reinsur-
ance capacity.

Fitch’s “North American Property & 
Casualty Insurers Nine Month 2017 Re-
sults” special report is available at www.
fitchratings.com.

Catastrophe Losses Triple 
for P&C Insurers in 2017, 
Fitch Ratings Reports
By Danielle Ling, PropertyCasualty360.com

Wells Fargo Insurance License 
at Risk after Investigation
By Denny Jacob, PropertyCasualty360.com
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Remember the exploding cell phone 
batteries last year in the Samsung Galaxy 
Note 7 that airlines wouldn’t allow on 
their planes? Or the faulty Takata airbags 
that impacted at least 19 auto manufac-
turers and more than 60 million vehicles 
in 2015? And the more than 30 million 
GM vehicles that were recalled because of 
faulty ignition switches in 2014? 

These three product recalls alone cost an 
estimated $34 billion according to a new 
study from Allianz Global Corporate & 
Specialty (AGCS), the Allianz carrier that 
focuses on corporate and specialty business. 

The analysis by AGCS, Product Recall: 
Managing The Impact of the New Risk 
Landscape, found that “defective pro-
duct-related risk is the single largest driver 

of liability claims” with losses from product 
recalls being the greatest contributor to the 
cost. Recalls cause both financial and safety 
risks, and losses have cost insurers more 
than $2 billion over the last five years. They 
undermine the public’s trust of a product, 
interrupt sales and business development, 
and increase the risk of litigation.

Christof Bentele, head of global cri-
sis management at AGCS said in a press 
release that “product recalls have risen 
steadily in the past decade,” citing “tougher 
regulation and harsher penalties, the rise 
of large multinational corporations and 
complex global supply chains, growing 
consumer awareness” and even the rise in 
social media as some of the contributing 
factors to the increase in recalls.

Who has the most recalls?
AGCS examined 367 claims from 28 
countries affecting 12 different industry 

REPORTER’S NOTEBOOK

Product recalls are the 
largest driver of liability 
claims says Allianz Global
DEFECTIVE PRODUCTS HAVE  
COST INSURERS BILLIONS OVER  
THE LAST 5 YEARS
By Patricia L. Harman, PropertyCasualty360.com
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sectors to determine which business spe-
cialties garnered the most claims. The top 
sectors affected by recalls based on the 
value of their insurance claims were:

Automotive/industrial supplier - 71% 
Food & beverage - 16%
IT/electronics - 3%
Retail - 3%
Manufacturing/packaging - 3%
Medical - 2%
Transportation/logistics - 1%
Domestic appliances - <1%
Chemical - <1%
Engineering/construction - <1%

The auto industry by far has the highest 
value claims, accounting for 70% of the 
cost of recalls, and illustrating how inter-
connected and complex these claims are 
because the same parts (think airbags and 
electronics) are used by multiple manu-
facturers in their vehicles. 

“We see an increasing number of re-
calls with higher units in the automo-
tive industry,” said Carsten Krieglstein, 
regional head of liability, Central and 
Eastern Europe for AGCS. “This is driven 
by factors such as more complex engi-
neering, reduced product testing times, 
outsourcing of R&D and increasing cost 
pressures.”

He adds that “the technological shift in 
the automotive industry towards electric 
and autonomous mobility will create fur-
ther recall risks.” 

Issues in the food and beverage indus-
try are more related to food allergens that 
may not be identified on packaging or 
contaminants such as listeria, salmonella 
or foreign particles like glass or metal.

The numbers and impact to industries 
changes slightly when examining the 
number of actual claims by industry. 

Automotive/industrial supplier - 42%
Food & beverage - 18%
Domestic appliances - 10%
Retail - 7%
Medical - 6%
IT/electronics - 5%
Manufacturing/packaging - 5%
Chemical - 3%

Transportation/logistics - 2%
Engineering/construction - 1%

The automotive and food and beverage 
industries are responsible for approxi-
mately 60% of the claims AGCS saw in 
their research. 

Trends in product recalls
AGCS estimates the average cost of a sig-
nificant recall can exceed $12 million. For 
example, Bloomberg reported that recalls 
involving airbags in 60 to 70 million ve-
hicles could cost an estimated $25 billion. 
AGCS says the number of recalls are in-
creasing for multiple reasons:

•  An increase in regulations affecting 
product safety.

•  Increasing consolidation and com-
plexity in supply chains.

•  Improvements in product testing.
•  Increase in the recognition of pathogens.
•  Pressure to increase profit margins.
•  Increase in the use of social media & 

consumer awareness of safety issues.
•  Pressures from original equipment 

manufacturers and retailers.
Experts from AGCS also identified key 

drivers that will impact product recalls in 
the future: 

1. The “ripple effect” 

The increasingly complex and global sup-
ply chains mean that millions of custom-
ers around the globe can be affected by a 
single product recall. It may also impact 
numerous manufacturers, since a com-
ponent may be used in a wide variety of 
products (e.g., batteries). 

2.  Tougher regulations increase 
the number of recalls
“There is now much more attention on 
how companies deal with defective or 
contaminated products, how responsive 
they are and how resilient their product 
safety systems are,” explains Bentele.

3. Unrecognized toxins, allergens 
and contaminants

Mislabeling ingredients or failure to iden-
tify them because they are allergens are 
frequent causes of food recalls. However, 
products made in foreign countries have 
increasingly been found to contain toxins 
such as lead, arsenic and cadmium, lead-
ing to recalls of toothpaste, toys and chil-
dren’s jewelry.

4. Increase in food fraud
As economic pressures mount, this is 
leading to more risks from human error, 
the use of cheaper suppliers or even per-
sonnel cuts with more experienced work-
ers replaced by newer workers who may 
be unfamiliar with some of the dangers. 
Mixing inferior products can have disas-
trous results, such as in China in 2008, 
when powdered milk was tainted with 
melamine and had to be recalled. 

“Food fraud has become a major issue 
that has resulted in large recalls, reputational 
damage and major losses,” said Bentele.

5. Non-safety related recalls
To protect their reputations, some com-
panies are recalling products when it is 
determined that they were made by child 
labor or do not meet certain consumer 
expectations. Some recalls can have a 

REPORTER’S NOTEBOOK
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longer “tail,” meaning the exposures for 
manufacturers and insurers could last 
longer than anticipated, since food could 
be purchased and stored for an extended 
period of time or an item kept for months 
or years before it is used. Coverage will 
depend on the policy in place and when 
the incident occurred. 

6.  The impact of social media

The rise of social media has given un-
happy customers an option to voice their 
displeasure immediately when a product 
doesn’t perform as expected or poses a 
danger, and the information (whether 
it is true or not) can travel at lightning 
speeds around the globe. By the same 
token, manufacturers and businesses can 
use their access to educate consumers 
and address concerns. The danger arises 
when companies are innocent, but get 
caught up in the furor. 

“Social media is a real game-changer,” 
said Stewart Eaton, head of product re-
call, regional unit London, for AGCS in 
the report. “An erroneous post or tweet 
can cause reputational damage and di-
rectly impact the size of a recall. Social 

media adds a whole new dimension to 
product recall losses, meaning companies 
need to react much faster.”

7. Recalls for products from Asia 
and China increase
The US-China Economic and Security 
Review Commission said that approxi-
mately 23% of the products in the U.S. are 
manufactured in China, but account for 
51% of the product safety recalls. In the 
European Union, that figure is 62%. 

“There is a clear link between product 
recall claims and the shift in manufactur-
ing to Asia and China,” explained Bentele. 
“Product quality management levels in Asia 
are improving, but they are not yet up with 
the levels seen in the U.S. and Europe.”

8. Cyber recall risks
Like many industries, manufacturing is 
just beginning to see the impact of cyber 
risks on their technology. As it becomes 
more automated, the dangers from a 
cyber event increase. Examples include 
syringes that had an incorrect dosage 
of medication and pacemakers that re-
quired a security patch. 

“Cyber is currently an underesti-
mated risk for product recall,” added 
Bentele. “We have already seen inci-
dents of recalls for cyber security vul-
nerabilities in products like cars and 
cameras. Concern about automation 
and machine learning is also likely to 
be accompanied by an increase in prod-
uct risk.”

Recalls will continue to become more 
complex as technology changes and sup-
ply chains span the globe. Autonomous 
cars and 3D printing are just two new 
areas where manufacturers could see an 
increase in liability and recalls. 

“How will insurance policies interact, 
including product liability, recall and cy-
ber?” asked Bentele. “As yet, there are no 
definite answers.” 

REPORTER’S NOTEBOOK

“Food fraud has become a major 
issue that has resulted in large 

recalls, reputational damage and 
major losses,” said Bentele.
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Drones, or unmanned aerial systems (UAS), are rapidly gaining 
the attention of virtually every industry as a means of gaining 
greater efficiency in operations and reducing costs. Drone use 

has grown exponentially over the past few years, following development 
of drones for personal and commercial use. Because the use of drones has 
grown so rapidly, it has been difficult to keep up with the opportunities 
they offer to industries, including the insurance industry. 

While most of us have heard about 
Amazon’s proposed use of drones to de-
liver packages to customers in 30 minutes 
or less, or Walmart’s plan to use drones to 
handle inventory at its warehouses, there 
are many more uses being implemented, 
tested or proposed.

Law enforcement
There are approximately 34 U.S. agencies 
using drones in public safety and law en-
forcement, an increase of more than 500% 
over the past two years. The functions 
most advantageous to law enforcement 
offer not only efficiency in operations but 
improve safety and help save lives. 

Some uses include bomb detection, 
search and rescue, traffic collisions, active 

shooter investigations, SWAT and tactical 
operations, analysis of crime scenes, sur-
veillance operations and crowd monitor-
ing. Anytime a drone can be used to go 
into a dangerous situation it improves the 
safety of our law enforcement and civil-
ians, and a drone can capture a bird’s eye 
view of crime scenes, accidents, disasters 
and searches more rapidly, in more minute 
detail, and in a less costly and less danger-
ous way than using only humans can.

3-D imaging
Drones can now be equipped with 3-D 
imaging and high-resolution cameras 
with video capabilities, enabling them to 
gather highly detailed renderings, which 
can be saved, analyzed and used for mul-

tiple purposes in a variety of applications. 
These uses include search and rescue, ar-
chaeological discovery, and construction 
or structural monitoring. 

As evidenced by videos following Hur-
ricanes Harvey and Irma, drones allow 
news organizations to provide real-time, 
close-up videos of events as they happen. 
Because they are operable any hour of the 
day or night, irrespective of weather con-
ditions, drones are proving effective for 
security patrols over large commercial or 
industrial properties, securing the safety 
of the business as well as the staff.

Disasters
Drones, some no larger than a model air-
plane, were sent into areas of Texas and 
Florida to assess hurricane and flood 
damage. In Texas, 43 different organiza-
tions received special FAA authorization 
to operate drones in the hurricane areas. 
Some insurance companies were permit-
ted to do inspections, as well as energy 
companies to ensure there were no oil or 
gas leaks.

Drones are nimble and fast, and their 
high-resolution cameras can zoom in 

The Many Uses of Drones

CLAIMS QUEUE
By Karen L. Sorrell, CPCU
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and look inside buildings for damage and 
missing persons, all at a safe distance for 
the responders.

Agriculture
Agricultural drone use is beneficial for 
surveying, monitoring, and weed or dis-
ease management of large crops. In the 
future, there are predictions that swarms 
of bee-sized drones will be able to fly 
among farm fields, mapping the location 
of weeds with the help of onboard vision 
systems. However, the U.S. is unlikely to 
be able to use drones for crop surveys in 
the near future due to individual state 
licensing requirements and the need to 
comply with both FAA requirements and 
Part 337 chemical and toxic regulations.

Construction
Drones can collect video footage for track-
ing and monitoring construction progress, 
and highlighting deficiencies or needed re-
sources. The use of drones provides a way 
to monitor and evaluate resources and proj-
ect status in real time, without interrupting 
work in progress while keeping workers 
and civilians safe from the project site.

Medical deliveries
Drones could transport medical samples 
and supplies, including defibrillators 
that could help revive people from car-
diac arrests. A drone carrying an auto-
mated external defibrillator (AED) could 
be activated by a dispatcher and sent to 
an address provided by a 911 caller so 
anyone nearby can use it. They could 
also be sent into areas that may be inac-
cessible or otherwise difficult to quickly 
reach by other means.

Testing is taking place for drones to 
deliver medical supplies in rural Virginia, 
Bhutan and Papua New Guinea. UNICEF 
is testing the feasibility of using drones to 
transport lab samples in Malawi.

Inventory control
Drone-based wireless systems could scan 
and locate items in warehouses, and with 

each item identified by an RFID (radio 
frequency identifier) sticker, the drone 
could pinpoint an item’s precise location. 
A drone operator could then dispatch a 
small drone equipped with its own RFID 
tag to fly throughout the warehouse, 
scanning, cataloging and localizing all 
of the RFID items in the warehouse. In 
addition to reducing the number of per-
sonnel needed to conduct inventories, 
drones also allow access to items nor-
mally requiring a ladder or lift to reach.

Hazardous equipment 
inspections
Drones offer a safer alternative for per-
forming inspections of outdoor power 
and utility lines and equipment. Auton-
omous drones can capture minute details 
in the surrounding environment and ac-
quire precise and reliable scan results for 
inspecting downed or damaged power 
lines, towers, wind turbine blades, mine 
shafts, dams, bridges, barges, electric and 
water utilities.

Insurance claims process
Drones can also facilitate efficient claims 
adjusting. Adjusters must obtain an FAA 
Remote Pilot Certificate to fly drones, 
and be aware of the privacy regulations 
related to their use.

Drones are especially useful in gath-
ering information following a disaster, 

going into dangerous areas where there 
are debris and downed trees and power 
lines. Drone use allows immediate data 
collection and risk monitoring to assess 
flood damage and direct claims adjusters 
on the ground. Before drone technology, 
it would have been weeks before adjusters 
could safely enter large flooded sites to 
assess damages.

Drones allow adjusters safe access to 
areas such as steep roofs to document ac-
curate dimensions and take high-quality 
photos of damage. The drone-mounted 
cameras can zoom in to see damage on a 
single roof shingle. 

Conducting regular inspections with 
drone cameras can record changes in the 
condition of property and areas of dete-
rioration to help address latent problems 
before they become a major crisis. 

Loss control and prevention
Companies can prevent losses as well as 
measure those that have already occurred 
by using drones to collect instantaneous 
and precise data, particularly from natural 
disasters. In some situations, drones can 
identify risks from disasters as they are 
happening ranging from volcanic erup-
tions to fires, floods and hurricanes. With 
the collection of real-time data, insurers 
could encourage people to avoid particu-
larly risky areas, helping their customers 
avoid undue risk and perhaps saving lives.

There are approximately 34 U.S. 
agencies using drones in public 

safety and law enforcement, 
an increase of more than 500% 

over the past two years. 

p12_ClaimsQueue.indd   13 12/15/17   4:13 PM

http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=13&exitLink=http%3A%2F%2FPropertyCasualty360.com


14 | JANUARY 2018 | Claims Magazine | PropertyCasualty360.com

They could also be used to capture 
data for a loss prevention survey in ar-
eas that are inaccessible to an engineer 
or surveyor. Areas such as dams, bridges, 
electric utilities, water towers and waste-
water treatment facilities, asphalt plants, 
solar power farms, oil and gas operations, 
or other sites that pose specific risks are 
good candidates for drone inspections.

Real estate
The real estate industry is using drones 
to get better photographs and to market 
their listings. The detailed video drones 
capture, including remote access and 
large and dangerous terrain, assist the 
industry in showing or completing 
property boundaries, property surveys, 
property development, identifying sur-

rounding areas, and the interior and ex-
terior of buildings.

Entertainment
Drones can shoot high-resolution and 
3D images for films, including quickly 
capturing strategic film scenes, video 
weddings and sports events. In addition, 
drones can operate in inclement weather 
that might prevent or distort other meth-
ods of capturing video.

Conservation
There are many conservation uses for 
drones ranging from thermal imaging to 
detect wildlife and people acting illegally, 
to searching for dolphins in the Amazon 
River and monitoring trees and forests. 
Drones facilitate wildlife management 
when used to track endangered species 
and to map out nesting areas that are in 
need of protection.

Other drone applications
Drone capabilities and uses continue to 
develop in tandem with advances in tech-
nology and artificial intelligence. These 
new uses require additional coverage and 
provide unique risks that must be ad-
dressed by insurers.  

Karen L. Sorrell, CPCU, (ksorrell@
alm.com) is an editor with FC&S 
Online, the authority on insurance 
coverage interpretation and analysis 
for the P&C industry. She has an 
extensive background in commercial 
insurance underwriting. Visit www.
NationalUnderwriter.com for additional 
information about FC&S Online, it’s the 
resource agents, brokers, risk managers, 
underwriters, and adjusters rely on to 
research commercial and personal lines 
coverage issues.
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Big companies like Target, Yahoo and Equifax are typically 
the unhappy recipients of big news coverage following data 
disasters. This is not surprising, given the size of the events. 

At Target, credit and debit card information or contact information 
for approximately 40 million people was purloined, leading to the 
resignations of both the CEO and CIO. 

Three billion user accounts were af-
fected during the Yahoo event, including 
the names, telephone numbers, e-mail 
addresses, birth dates and telephone 
numbers of 500 million users. 

During the most recent big data disas-
ter, bad actors stole social security num-
bers, birth dates, addresses, and in some 
cases drivers’ license numbers of 145.5 
million consumers from Equifax.

While these disastrous events can be 
likened to floods, the persistent drip at 
small- to medium-sized businesses can be 
just as damaging for targeted companies. 
While cyber attacks on big companies can 

generate vast quantities of valuable data 
for cyber criminals, these companies are 
typically well defended. Although small- 
to medium-sized businesses are less valu-
able targets for these criminals, their IT 
systems are also easier to penetrate. 

Prevention matters
Here are a few guidelines small- to me-
dium-sized companies can follow regard-
ing cyber defense.

Cyber Security starts at home —  
According to a report published by IBM, 
company insiders are responsible for 60% 
of cyber attacks on these companies. IBM 

has identified insider status as anyone 
who has received credentials granting 
him or her physical or remote access to a 
company’s digital assets. 

As a result, companies should award 
credentials to access sensitive digital as-
sets with careful thought and consider-
ation. If an employee or contractor is ei-
ther fired from or chooses to leave a firm, 
future access to these assets should be 
quickly blocked.

Effective cyber security begins with 
careful physical security. An employee or 
contractor who copies digital assets onto 
a portable drive and then walks out the 
door can do as much damage as a hacker 
who infiltrates your IT system from 
across the globe.

Train those with access to your digital 
assets to avoid the perils of ransomware — 
Bad actors behind ransomware cannot 
succeed in restricting access to a com-
pany’s own computer system without the 
unknowing participation of their victims.  

The following rules of thumb for em-
ployees and contractors can help to frus-
trate efforts to hold your company hostage:

•  Train your personnel to recognize 
the difference between bogus e-mails, 
advertisements and legitimate efforts.

•  Stay up to date on all IT protection 
systems, including anti-virus software.

•  Do not click on any unknown e-mails 
or attachments.

•  Do not store client data on unsecured 
devices.

•  Never connect unprotected personal 
devices to company IT systems. This 
includes flash drives.

•  Vet all third-party IT vendors scru-
pulously.

Wi-Fi hotspots are a tricky proposi-
tion and should be approached with cau-
tion — Next time one of your employees 
decides to access your company IT system 

CLAIMS MANAGEMENT
By Bob Dietzel

Playing it Safe:  
Cyber Security for Small- to 
Medium-Sized Businesses
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via a Wi-Fi hotspot at a Starbucks, Panera, 
the train station, a hotel or other public 
space, ask him or her to remember 95% of 
Wi-Fi traffic is unencrypted. If the hacker 
sitting at the next table or across the lobby 
seizes the opportunity to penetrate your 
corporate server, all digital assets will be-
come vulnerable. Following are a few rules 
of thumb to manage this risk:

•  Nothing is for nothing, including any 
network labeled “Free Wi-Fi.”  Simply 
don’t go there.

•  Before logging in, set all websites to 
“HTTP secure.”

•  Use a VPN before logging into a com-
pany network.

•  Do not access bank accounts, bro-
kerage accounts, credit card accounts 
and subscription services via a Wi-Fi 
hotspot. In fact, anytime a user name 
and password are required to gain 
access to a website, count to ten and 
find another useful activity.

Accept your vulnerability — It has 
been said it isn’t a matter of whether or not 
a cyber intruder will victimize a company, 
but when. To best defend against such an 
event, companies are advised to prepare in 
advance. Following are a few guidelines:

•  It should go without saying, transfer 
the risk to cyber insurance coverage 
since your company will be attacked 
by a cyber intruder who steals your 
own company’s and clients’ sensitive 
information.

•  Rigorously guard against cyber in-
trusions, while documenting the ac-
tions you have taken. This documen-
tation will be enormously useful if a 
client or vendor sues you following a 
cyber event.

•  Prepare a game plan for the potential 
consequences if a cyber intruder hi-
jacks your IT system — inability to 
pay bills, access account information, 
collect payments, withdraw and add 
funds, run payroll and perform the 
many other bookkeeping and finan-
cial activities you presently conduct 
online – before a cyber event occurs. 

With 62% of cyber attacks impact-
ing small- to medium-sized companies, 
hackers know they are vulnerable. Even 
worse, only 40% of small companies suf-

fering a cyber attack are still in business 
six months later, making training and 
preparation even more critical to miti-
gating the risks and helping a company 
recover as quickly as possible. 

Bob Dietzel (bdietzel@kmrdpartners.
com) is co-founder and Principal of 

KMRD Partners, Inc., a nationally 
recognized risk and human capital 
management consulting and insurance 
brokerage firm located in the 
Philadelphia region serving clients 
worldwide.  KMRD works to protect 
clients’ assets by reducing their cost 
of risk.  
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From the moment we are born, we are taking in information 

and filing it away – everything from the way mom looks at us 
during a 2 a.m. feeding to the way we pick out a new shirt in 

a department store. Our content filter, that reservoir of knowledge 
critical to our survival, keeps all of this information filed away in 
clusters so we can make quick decisions, “I love that shirt” or “Eww, 
what are you wearing?!” 

While this system is very efficient, is 
also very lazy. For example, the “I love this 
shirt” response is efficient, it quickly arrives 
at the decision. However, it does not take 
into consideration the price of the shirt or 
how much money we have to buy it. 

Now, you can see where the lazy part can 
be a real problem. If we simply act upon 
“I love this shirt,” we end up with way too 
many shirts and not enough money. The 
same impulse that kept us from being 
eaten by a sabretooth tiger in prehistoric 

times will also cause us to own a closet 
full of shirts that we never wear. That is 
where emotional intelligence (commonly 
referred to as EQ) steps in to help us make 
better decisions. 

Emotional intelligence is the space be-
tween receiving experiences and our log-
ical brain having the opportunity to pro-
cess the information to form a reasonable 
response. It involves a person’s ability to 
comprehend what motivates themselves 
and others, manage their emotions and 
self-control, have empathy for others, and 
develop good interpersonal skills that al-
low them to better understand and work 
effectively with others.

People considered impulsive or who 
have impulsive tendencies often have a 
low EQ. Also, our EQ can be better (or 
worse) depending on the environment 
or situation. For example, some people 
may handle the stress of work better 
than the stress of home. They may be 
in a good mood and easygoing around 
their friends, but be stiff and impersonal 
in the office. This of all goes back to 
the content filter. Everyone has unique 
“triggers” that will make them act out 
of character. 

Perhaps you have a rough unemotional 
exterior, except when you see a puppy 
dog. The dog triggers an emotion outside 
of your normal behavior. The better we 
become at understanding our triggers, 
the more we can begin to control them 
and provide more consistent responses 
regardless of the environment.

Millennials and EQ
So what does all of this have to do with 
millennials? In a word, everything! If you 
do a reasonable amount of research on 
millennials, you will find individuals with 
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high EQs, which means that their genera-
tion is capable of even higher EQs. If you 
compare their average EQ score to the av-
erage baby boomer, you will find that the 
boomers have a much higher score. Now 
the question is, why? The answer is sim-
ple: experience. Baby boomers don’t have 
higher EQs because they are boomers, 
they have higher EQs because they have 
more experience. 

By comparison, if you were to study 
enough boomers, you would find cases 
of low EQ in their demographic. The key 
is every generation has people with be-
low and above average EQ scores. Some 
people are nurtured through life to have a 
higher score and some are not. 

If you could travel back to 1967 and 
test the boomers of today back then, 
you would find those same people had 
lower scores. EQ is like a muscle, it can 
strengthen or weaken with use and the 
proper training (or lack thereof). 

Why EQ matters in insurance
Learning to read people, what they are 
feeling and their veracity is an important 
aspect of the claims process. Developing 
a stronger EQ affects our perceptions of a 
given situation.

Some may believe that millennials have 
lower EQ scores. Part of that involves 
differing perceptions of the world. Nei-
ther perception is right nor wrong; they 
are simply different. A strong EQ comes 
from a wide range of experiences and be-
ing open to looking at situations through 
a different lens.

We tend to look at the world and say, 
“my way is the best way,” and then we 
look for people who align with our feel-
ings. This is commonly called the “mob 
mentality” and it is apparent everywhere 
from high school cliques and drug gangs, 
to political and religious affiliations. 

Very rarely is there a hard absolute an-
swer. Good people do bad things and bad 

people do good things. Depending on the 
act and the perception of “good” in the per-
son, we will extol or criticize that person. 
Think of the last time someone you really 
like said or did something you did not ap-
prove of or condone. Depending on how 
much you like or dislike that person, and 
how much you approve or disapprove of the 
act, this will modify your content filter and 
shape your perception of that person.

Like the other generations, millennials 
will continue to develop their emotional 
intelligence as they gain more experience. 
They certainly do face challenges other 
generations did not, and they have dif-
ferent tools they can use to address them. 
Not better, not worse, just different. 

Mike Shelah (mike@mikeshelah.com) is 
the founder of Mike Shelah Consulting. 
An admitted “LinkedIn geek,” he loves 
talking LinkedIn, sales and emotional 
intelligence to anyone who will listen. 
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Cracks in masonry walls can have 
multiple causes including construction 
defects or the settling of the foundation. 
Determining the accurate cause will take 
some careful investigation.

Figure 1 is a view of an insured’s brick 
wall that started cracking near the base 
(upper arrow). One of the lower masonry 
units had fallen out, leaving the gap as 
indicated by the lower arrow. One may 
suggest that this is typical settling of the 
foundation wall, but no such downward 
deflection was noted in the foundation. 
There appeared to be a problem with the 
steel support of the brick veneer. 

Figure 2 reviews the concept of the 
shelf angle support typically used in the 
construction of residential brick walls. 
The angle iron is secured to the foun-
dation wall to support the weight of the 
masonry veneer wall. This transfers the 
weight of the veneer wall to the founda-
tion, which can support the load without 
significant deflection when the founda-
tion is designed properly.

Figure 3 is a view of the angle iron at 
one of the corners of the insured’s ma-

sonry wall. The angle iron was fastened to 
the foundation wall at the ends only, with 
no fastening in the middle of the support.

Figure 4 shows the middle of the an-
gle iron which has fractured and dropped 
down, causing a loss of support of the ve-
neer and the initiation of a large crack in 
the grouting between masonry units. 

Figure 5 is a close-up of the fracture 
surface. The lower arrow points to torch 
cut marks suggesting that this angle iron 
was cut at one time and then re-welded 
to form a straight piece. The upper arrow 
points to a poorly executed weld. 

There was evidence of undercuts and 
lack of penetration, characteristic of a 
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poor welding technique that resulted 
in a defective weld. The weld eventually 
failed, causing loss of support and devel-
opment of cracks in the veneer. The root 
cause is a construction defect resulting in 

the failure of the shelf angle iron and not 
settling of the foundation. 

Charles C. Roberts, Jr., Ph.D., P.E., 
(ccr@croberts.com) is president of C. 
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Whether for construction or design, the insurance industry 
is going to see an increase in demand for commercial 
drone insurance. As commercial drone usage becomes 

widespread, all areas of insurance will have to start addressing the 
correlating risks and liabilities.

Commercial drones are becoming an-
other “tool of the trade” for many indus-
tries. For example, a pipeline inspector 
who is responsible for inspecting thou-
sands of miles of pipeline may rely on a 
drone to assist with inspections instead of 
doing them on foot. 

Data susceptibility
In the era of big data, it is important to 
consider how the insurance industry cov-
ers different types of data breaches. Imag-

ine if a commercial drone falls out of the 
sky: It is transporting data, and that data 
may be hijacked by whomever discovers 
the drone – similar to if someone were to 
misplace their laptop and ultimately have 
their confidential information stolen. Or 
perhaps the drone itself is stolen while in 
operation and the data is compromised 
because a thief can access data through the 
data storage within the drone. 

Though data susceptibility is not unique 
to commercial drones, it is a liability. In-

surance professionals will need to evaluate 
the liability appropriately and determine 
the best course of action to address it.

Coverage for drone operators
Individuals and businesses are already 
looking for insurance policies that cover 
a commercial drone operator. However, 
there is also interest coming from others, 
such as large land surveyors or general 
contractors, who are in turn subcon-
tracting work to third-party commercial 
drone operators. This means the amount 
of information the insurer receives on 
the third-party drone operator is limited. 
Furthermore, the responsibility of secur-
ing insurance coverage is falling on the 
shoulders of these general contractors 
because of the due diligence involved in 
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hiring a licensed drone operator. They are 
looking for someone who is following the 
rules and regulations and has appropriate 
security software in place. 

There is always fear of the unknown – es-
pecially in the insurance industry. As a re-
sult, many carriers are reluctant to provide 
coverage on new technologies and products 
until they are 100% positive in their course 
of action. Unfortunately, this means a de-
lay in access to coverage and an increase 
in both liability and risk for the uninsured, 
and there are many sectors utilizing com-
mercial drones for work that insurers are 
unaware of or may be unfamiliar with.

Types of coverage
There are likely many insurance agencies 
that would unwittingly tell a prospective in-
sured, “Yes, we would cover a claim involv-
ing a drone,” but they do not have a specific 
coverage endorsement that addresses ap-
plicable areas. This will be especially inter-
esting in coming months as contractors re-

build homes throughout Texas, Florida and 
Puerto Rico. Commercial drones are often 
used to both assess damage and inspect 
work. The large number of homes that need 
to be rebuilt — some say approximately 
half a million homes — will accordingly 
increase the number of commercial drones 
that need to be insured. 

It will be interesting to see how insur-
ers will modify or expand their cover-
age of commercial drones in the coming 
years as their use increases. 

Dan Gmelin (daniel.gmelin@argoprous.
com) is vice president of underwriting 
and head of architects and engineers 
at Argo Pro and is tasked with growing 
Argo’s architects and engineers, 
contractors and real estate developers’ 
books of business. He is a recognized 
thought leader in the industry, having 
served on multiple panels ranging from 
risk management to innovations in 
construction technology. 
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The U.S. Court of Appeals for the 
Ninth Circuit has reduced a $2.5 
million punitive damages award 

against GEICO Indemnity Company to 
$1,064,282.44 after finding, among other 
things, that its conduct had been only of 
“low to moderate reprehensibility.”

The case
Louise King’s husband was killed on Aug. 
27, 2011, by a drugged driver who did not 
have insurance. When King submitted her 
claim for uninsured motorist coverage to 
her carrier, GEICO, the carrier offered half 
of what was available under the policy in 

exchange for a release of all claims. When 
King refused to sign the release, GEICO 
refused to pay any of the insurance pro-
ceeds. King filed suit for wrongful death 
and survival as the representative of her 
husband’s estate. She also filed a claim on 
her own behalf for emotional distress.

In February 2014, a Montana jury 
awarded King $266,070.61 in compensa-
tory damages and legal fees:

—  $100,000 for GEICO’s violation of 
the Montana Unfair Trade Practices 
Act (UTPA),

—  $100,000 under the insurance policy 
for her emotional distress, and

—  $66,070.61 in legal fees, interest, 
and costs.

The jury also awarded King punitive 
damages of $2.5 million.

(GEICO’s obligations to the estate of 
King’s husband had been discharged be-
fore the trial.)

The U.S. District Court for the District 
of Montana declined GEICO’s request to 
reduce the punitive damages award, and 
the insurer appealed to the Ninth Circuit.

The Ninth Circuit’s decision
The circuit court reduced the punitive 
damages award to $1,064,282.44.

In its decision, the Ninth Circuit ex-
plained that it reviewed anew the district 
court’s determination that the punitive 
damages award was constitutionally 
appropriate. The circuit court then ob-
served that three “guideposts” informed 
the analysis:

1. The degree of reprehensibility;
2. The disparity between the harm suf-

fered and the punitive damages award; and
3. The difference between the punitive 

damages award and comparable autho-
rized civil penalties. 

With respect to the first factor, the cir-
cuit court reasoned that, on the one hand, 
King had suffered “only economic and 
emotional harm.” She had not been phys-
ically injured and GEICO had not shown 
“indifference to the health or safety of 
[Ms.] King or anyone else,” according to 
the circuit court.

On the other hand, the circuit court 
continued, the jury’s verdict regarding 
GEICO’s liability under the UTPA indi-

AND THE VERDICT IS…
A LOOK AT SOME OF THE LEGAL DECISIONS IMPACTING INSURANCE ACROSS THE COUNTRY

To see more verdicts like this, visit VerdictSearch (www.verdictsearch.com), a division of ALM Media LLC. 

9th Circuit reduces $2.5M bad faith 
award against GEICO to $1M
CONDUCT ONLY “MODERATELY” REPREHENSIBLE
Steven A. Meyerowitz, Esq.
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cated that the jury believed that GEICO 
had acted in bad faith.

The circuit court decided that GEICO’s 
conduct, “while not admirable, was of 
low to moderate reprehensibility.”

Disparity between actual harm 
and level of damages
With respect to the second factor, the 
Ninth Circuit found that the disparity 
between King’s “actual harm” and the 
level of punitive damages awarded her 
was “significant.” The circuit court said 
that it was not bound by any particular 
formula, but added that when an insurer’s 
conduct was “not particularly egregious” 
and there were “significant economic 
damages,” a four-to-one ratio was “a good 
proxy for the limits of constitutionality.”

The circuit court explained that the 
ratio between King’s actual harm – 
$266,070.61 – and her punitive damages 

award – $2.5 million – was roughly nine-
to-one. This was “significantly higher 
than the four-to-one proxy [it applied] in 
similar contexts,” the Ninth Circuit said.

With respect to the third factor, the 
circuit court pointed out that the com-
parable civil penalty in Montana was a 
fine for violation of the Montana insur-
ance code that could not exceed $25,000 
and that a fine on insurance producers 
or adjusters could not exceed $5,000 per 
violation. Thus, the Ninth Circuit noted, 
the maximum relevant civil penalty was 
“significantly lower than the $2.5 million 
punitive damages award.”

Therefore, the Ninth Circuit concluded 
that the $2.5 million punitive damages 
award was “unconstitutionally exces-
sive” — even though it complied with the 
Montana law limiting punitive damages 
to the lesser of $10 million or three per-
cent of the defendant’s net worth.

Given the “low to moderate reprehen-
sibility of GEICO’s conduct” and the 
“disparate ratio” between King’s actual 
harm and the punitive damages award, 
the circuit court applied a four-to-one 
ratio and directed the district court to 
remit the punitive damages award to 
$1,064,282.44.

The case is King v. GEICO Indemity 
Co.  

Steven A. Meyerowitz, Esq., (smeyerowitz@ 
meyerowitzcommunications.com) is the 
director of FC&S Legal, the editor-in-
chief of the Insurance Coverage Law 
Report, and the founder and president 
of Meyerowitz Communications Inc. 
This story is reprinted with permission 
from FC&S Legal, the industry’s only 
comprehensive digital resource 
designed for insurance coverage law 
professionals. 

p24_Verdict.indd   25 12/18/17   11:35 AM

http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=http%3A%2F%2FPropertyCasualty360.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=http%3A%2F%2FLawjobs.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=http%3A%2F%2FLawjobs.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=http%3A%2F%2FLawjobs.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=mailto%3Alawjobshelp%40alm.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=http%3A%2F%2FLawjobs.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=mailto%3Asmeyerowitz%40meyerowitzcommunications.com
http://www.claimsmagdigital.com/claims/january_2018/TrackLink.action?pageName=25&exitLink=mailto%3Asmeyerowitz%40meyerowitzcommunications.com


26 | JANUARY 2018 | Claims Magazine | PropertyCasualty360.com

p26_SexualHarrassment_Feature;8.indd   26 12/18/17   11:01 AM



PropertyCasualty360.com | Claims Magazine | JANUARY 2018 | 27

F
ollowing the election of Donald Trump and his campaign comments on acts 
of harassment as “locker room talk” in 2016, a number of celebrities rang-
ing from television stars to news media reporters and even U.S. Senators 
and House members, were caught in a “me too” movement of allegations by 

women of sexual harassment, assault and inappropriate activities. Some of these inci-
dents had taken place as many as 40 years earlier. 

Like the sexual activities of clergy that cost the Roman Catholic Church millions of 
dollars in settlements, the public learned that many of these accusers had been “paid 
off ” by the alleged attackers, sometimes with public funds. 

Headline and TV news coverage served as a wake-up call to employers and institu-
tions that the days of male domination was coming to an end, a warning that caused 
many corporate human resource, legal and risk management personnel to wonder 
what would happen when some of their employees – or executives – were accused of 
being sexual predators. 

The cost to defend
Defending such allegations is expensive, whether or not they are true, and that is part 
of the problem. If an employee or associate is wrongfully accused and is terminated, 
the entity is then exposed to a “wrongful termination” claim. If, on the other hand, the 
individual admits to the allegation(s) despite any statute of limitations, a settlement 
may be needed to resolve the matter, and the employee or associate terminated. 

INSIGHTS FOR HANDLING  
A SEXUAL HARASSMENT CLAIM   

Insurance coverage may or may not apply  

By Ken Brownlee, CPCU
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The cost in bad publicity alone can be 
horrendous, and the reputation of the or-
ganization (as well as the involved indi-
vidual) ruined. Many entities are calling 
in human resource experts to conduct 
classes or training sessions with employ-
ees to try to prevent future situations. 
However, with the amount of turnover 
in today’s workforce, such classes are 
needed more often than annually. 

Examining the allegation 
An accusation of some alleged act that oc-
curred more than a year earlier has to be 
suspect. There may well be valid reasons 
the alleged victim did not come forward 
sooner, but the delay and nature of the al-
legation may also have some ulterior mo-
tive, such as revenge, some psychological 
problem, or even blackmail. The accused 
employee or associate should be permit-
ted a face-to-face encounter with the ac-
cuser, with the corporate representative 
(human resources, legal or risk manage-
ment) present. 

If an insurance company is involved, 
their claims representative should also 
be present. It must be determined ex-
actly what is being alleged; this might be 
anything from innocent touching, such 
as a hug or (as occurred with President 
George W. Bush, a “neck massage” of the 
female German chancellor) some other 
innocent gesture that was neither sexual 

in intent nor physically harmful. On the 
other hand, it may be serious:  genital ex-
posure, inappropriate touching or grop-
ing without consent, or rape. 

 It is necessary to know what kind of 
proof the accuser has besides his or her 
own memory. If possible, record what 
each party says was actually stated at the 
time of the incident. “I told him to stop” 
might have a different effect than, “I was 
too shocked to say anything,” which the 
accused might have interpreted as con-
sent, when it was not. 

Find out the circumstances of why and 
how the two individuals came to be alone 
(if they were) or whether there were wit-
nesses. Was alcohol consumption or drug 
usage involved? If either party discussed 
the incident with anyone else, that person 
should be contacted. 

What insurance  
coverage applies?
In many, if not most states, some form of 
mental anguish or emotional distress is 
considered to be an “injury” for purposes 
of a liability policy. However, it would be 
the rare case that would involve physical 
“bodily injury” or a covered “personal 
injury” under a homeowners or commer-
cial general liability policy. For employers 
named as co-defendants, however, de-
pending on the policy language, an em-
ployment practices or D&O policy could 

potentially apply to an allegation of sex-
ual harassment by an employee, former 
employee or outsider. 

The problem with these and other lia-
bility policies is that a coverage denial, if 
the coverage would otherwise apply, can-
not be made if the allegations of the claim 
or suit are denied by the accused person 
and are potentially “groundless, false or 
fraudulent,” even though that phraseol-
ogy appears only in the homeowners li-
ability coverage forms. 

If a claim might fit the coverage, the 
insurer may have to provide an investiga-
tion and defense under a reservation of 
rights until it is first determined whether 
the insurance does apply to the allega-
tions, and second, whether the insured 
person is actually liable. In sexual abuse, 
harassment or similar allegations of a 
wrongful act, evidence of the validity of 
the claim would bar coverage. 

A Homeowners Section II – Liability or 
Personal Liability form usually contains 
specific exclusions for “bodily injury” that 
arises out of “sexual molestation, corporal 
punishment or physical or mental abuse.” 
(The commercial general liability policy 
does not have such an exclusion.) 

While the definition of sexual harass-
ment might include sexual molestation or 
mental abuse, harassment is not a term used 
in these policies, and can have a wide-rang-
ing definition, from any inappropriate spo-
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ken words, observation of a sexual nature, 
inappropriate touching that does not injure, 
or a misconstrued gesture. The Webster’s 
New World Dictionary defines “harass” as 
“to trouble, worry, or torment, as with cares, 
debts, repeated questions, etc.” and “to trou-
ble by repeated raids or attacks, etc., harry.” 

Sexual harassment is not separately 
defined in the Second Edition. When 
one party accuses another of sexual ha-
rassment, there is no particular legal def-
inition beyond the typical understanding 
that it means “unwanted sexual advances” 
or requests for sexual favors and other ver-
bal or physical coercion or harassment of 
a sexual nature. It is, however, a form of 
sex discrimination in violation of Title VII 
of the Civil Rights Act of 1964, subject to 
EEOC investigation and penalties for any 
employer who allows it to occur, another 
motivation to stop it before it occurs.  

A directors & officers liability (execu-
tive protection form) covers a “wrongful 
act,” which is often defined as “(a) any er-
ror, misstatement, misleading statement, 
act, omission, neglect, or breach of duty 
committed, attempted or allegedly com-
mitted or attempted by an Insured Person 
in his or her Insured Capacity, or for pur-
poses of coverage under Insuring Clause 
3 by the Organization, or (b) any other 
matter claimed against an Insured Person 
solely by reason of his or her serving in an 
Insured Capacity.” 

However, an exclusion (e) applies to 
any actual “bodily injury, mental an-
guish, emotional distress, sickness, dis-
ease or death….” Further, it could apply 
vicariously against an officer or director 
if committed by someone under their su-
pervision, whether the officer or director 
was aware of the harassment or not. 

Employment practices liability forms 
also uses terminology such as “wrong-
ful act,” although as both these forms and 
D&O forms are “claims made,” the date of 
the alleged act is very important in deter-
mining if coverage might apply. Further, the 
definition of “wrongful act” implies that the 
claimant/plaintiff is or was an employee, 
not an outsider, and exclusions apply to 
“criminal, fraudulent or malicious acts….”  

Determining damages 
The insurer must be cautious about assess-
ing damages; in a well-publicized case a jury 
might award millions of dollars in punitive 
damages. Often the claimant may actually 
have few verifiable damages beyond alleged 
bad memories or emotional discomfort. 
Very few executives, officers or employees, 
if there is no coverage, can afford the costs 
of such litigation, win or lose. 

But if the insurer is defending a ques-
tionable, or even doubtful, claim under 
a reservation of rights where the insured 
person has denied the allegations, unless 
there is a “written consent to settle” clause 

in the policy, the insurer should consider 
a possible opportunity for mediation or 
settlement, even though the accused has 
not been proven guilty or denies fault. 
That said, if the allegations and demands 
of an employee or former employee have 
either blackmail, revenge or retaliation 
for a legitimate termination or other dis-
ciplinary action at their root, the claim 
should be denied and vigorously de-
fended in court unless liability is proven. 

 It is likely that events in late 2017 will 
lead to an increase in sexual harassment 
claims or lawsuits; many may be barred 
by statutes of limitations, one defense fac-
tor that should be examined early in the 
claim. Another involves the relationships 
between the accuser and the accused, and 
whether the harassment is verified. 

If insurance coverage applies, the claims 
representative (attorney or adjuster) should 
proceed with extreme caution, usually un-
der a reservation of rights agreement, dis-
cussed and acknowledged by the accused. 
For individuals not in an employment sit-
uation, additional caution is needed, and 
every aspect of policy language should be 
fully understood by all parties. 

Ken Brownlee, CPCU, ARM, ALCM, 
(kenbrownlee@msn.com) is a 
contributing editor to Claims magazine, 
and author of Casualty Insurance Claims, 
IV, published by Thomson Reuters West. 
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DEFENDING SUCH ALLEGATIONS IS EXPENSIVE, 

WHETHER OR NOT THEY ARE TRUE, AND THAT  

IS PART OF THE PROBLEM. 
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“PHYSICIAN, HEAL THYSELF” IS AN EXPRESSION THAT 
many people use to criticize a lack of standards among groups or 
organizations that are charged with enforcing those same stan-
dards among others. And a paraphrase that applies to the insur-
ance business is “insurer, protect thyself.” 

It turns out that for a business that is so conscious — and con-
scientious — of all things involving risk, the insurance industry 
neglects its own risk, especially when it comes to data breaches. 
That neglect has cost companies millions in court settlements and 
regulatory fines.

You’ve been breached
Among the insurance companies that have paid a price for failing 
to prevent data breaches is Nationwide Mutual and its subsidiary, 
Allied Property and Casualty Insurance Company. Nationwide is 
on the hook for a more than $5 million fine resulting from a 2012 
data breach that divulged details on 1.27 million customers. 

CYBERSECURITY THREATS  
IN THE INSURANCE INDUSTRY 

INSURERS AND THEIR DATA ARE PARTICULARLY VULNERABLE TO HACKERS

BY TAL VEGVIZER
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Also on the firing line are CareFirst, 
which is the target of a class-action law-
suit for a 2014 data breach that affected 
more than one million people, and Ho-
rizon Blue Cross Blue Shield, which is in 
the midst of class-action suit over a 2013 
breach that hit 800,000 victims when 
their data was accessed. 

The Horizon case is notable because 
the records were on two laptops stolen 
from the insurer’s Newark, N.J., head-
quarters and were not encrypted, as 
required by federal law. Horizon has 
numerous procedures (and presumably 
numerous employees) dedicated to risk 
assessment and evaluation, but when 
it came to its own risk assessment, the 
company was unprepared.

These are just a few examples; the in-
dustry knows it has a problem and is 
anxious to solve it. According to a re-
port by Accenture, insurance companies 
experience on average 113 cyber attacks 
each year — with one out of every three 
successful in causing a data breach. With 
that, two thirds of companies said they 
didn’t even realize they had been hacked 
until the damage was done — and 61% 
admitted that it took them “months” to 
detect breaches. 

Recipient beware
These organizations have presumably 
installed state-of-the-art cybersecurity 
systems. The report says that 72% of 
companies believe they have “completely 
embedded cybersecurity into their cul-
tures.” Despite that effort, according to 
the Accenture report, the danger from 
hackers for the insurance industry is even 
greater than in the financial industry. 

“The ability of cyber crooks to mone-
tize stolen data, enabled by the dark web 
and crypto-currencies like Bitcoin, has 
changed the focus of many attackers,” Ac-
centure says. “The actual money is heavily 
guarded, even in cyber space, but personal 
data is much easier to steal.” Companies 
may believe they are sufficiently protected, 
but the statistics prove otherwise.

If insurance companies are major targets 
for hackers, it stands to reason that they 
will try harder to breach security systems 
— which means that companies need to 
shore up their weakest security links. In 
insurance companies, like almost every-
where else, it’s the people who work there 
who are the weakest link. A whopping 91% 
of cyber attacks and resulting data breaches 
in 2016 started with a spear phishing email, 
according to a recent study. 

In a spear phishing attack, victims are 
tricked into clicking on something — a 
web link or an e-mail attachment — that 
allows hackers to surreptitiously connect 
to their systems, allowing them a foot-
hold they can exploit to laterally move 
throughout the network until they find 
useful information. 

As a result, many companies have in-
stituted programs to educate, persuade 
or threaten employees into being more 
careful when handling links or attach-
ments, and as a result there is a greater 
awareness of the dangers involved in 
making those connections. But even 
with that awareness, victims apparently 
can’t help themselves; a study at Freid-
rich-Alexander University shows that 
even with full knowledge of the risks 
involved, as many as 56% of e-mail re-
cipients and some 40% of Facebook users 
still clicked on links sent them by an un-
known sender. 

Smarter computing
Companies clearly can’t rely on their em-
ployees to protect the organization; yet it 
appears they can’t rely on cybersecurity sys-
tems either, which apparently are unable to 
mitigate the risks posed by phishing. 

Nationwide is on the hook for a more than $5 million fine 
resulting from a 2012 data breach that divulged details on 

1.27 million customers. 
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What’s left, then? One idea is to pre-
vent employee access to the internet al-
together; but in an interconnected world, 
that’s impractical. However, companies 
can opt for a system based on prevent-
ing hackers from getting into a system by 
breaking the direct connection between 
an employee’s click, and a hacker’s access. 
Connections are made in a “safe zone,” 
where they are evaluated before they are 
allowed to proceed. The concept, known 
as network segregation, is an upgrade of 
the sandbox, which enables users to iso-
late suspicious files and run them without 
impacting the rest of the computer.

In a network segregation scheme, in-
ternal corporate networks containing es-
sential information — user records, cor-
porate data and the like — are kept out of 
the internet altogether. E-mail messages 
and attachments are broken down and 
analyzed in the safe zone, where their 

connections and activities are checked to 
ensure they are legitimate — such as if a 
link that is supposed to go to a specific 
website does indeed lead there, or is re-
directed to another site, a sure sign of a 
cyber-attack. 

If malware, redirection, or any other 
suspicious activity is detected, the ele-
ment responsible for that activity is neu-

tralized, and the message or attachment 
is reconstructed and forwarded to the re-
cipient. Thus, the suspicious item is sani-
tized, but workflow is not interrupted — 
an improvement over a sandbox, which 
would just dump a suspicious file. 

With this system, insurance compa-
nies or other businesses could better pro-
tect themselves from breaches based on 
phishing campaigns, the root of much of 
the cyber-insecurity encountered today. 
While cybersecurity is essential for any 
company, staying cyber safe is a matter 
of business life and death for insurance 
companies — especially since courts are 
taking a harder stance against companies 
that fail to protect their customers’ per-
sonally identifiable information.  

Tal Vegvizer (info@bufferzonesecurity.
com) is the director of R&D at 
BUFFERZONE.
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Smart Strategies  
for Effective  
Crisis Management
Preparing for the unexpected is  
a “must do” for every business

BY BILL KOWALSKI 

W
e live in an unpredictable time, and in the busi-
ness world, things can turn upside down in a 
hurry and without warning. When a crisis hits, 
unpreparedness often results in problems rang-

ing from a complete lack of a crisis plan to a failure to adhere to 
the plan once a crisis occurs. The most effective way to handle a 
crisis is to have a plan and not only update it, but make a regular 
practice of putting it into action.  

Businesses should explore the various potential crisis situa-
tions they can face. Emergencies such as weather-related disas-
ters, violence, fire and cyberattack plans should be charted out 
and regularly examined; however, business leaders should also 
be regularly looking out for business-oriented risks in their occu-
pational areas. Vulnerabilities such as a public relations disaster, 
marketing, operations or IT crashes, or even the sudden death of 
key individuals can throw companies without a plan in place into 
full crisis mode. 

Preparation trumps panic
It is important that businesses prepare like true emergency re-
sponders. Teams should not go into panic, but should be able to 
smoothly enact the plan. Think of it like a fire station: Firetrucks 
are constantly serviced and polished, hoses are hooked up, tools 
and equipment are properly organized and ready to be pulled 
from the shelf. That way, when the bell rings, they are fully pre-
pared and can quickly move into action at a moment’s notice. 
Business crisis plans should be no different. Every plan should be 
well-prepared, practiced and each individual should know their 
role and be ready to perform it at any time.      
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Crisis management plans should in-
clude an immediate response to a crisis, 
a business operations plan, and finally, a 
contingency plan for each potential sit-
uation. The particular defenses for each 
situation should be well-known and 
easy to apply once needed. Individuals 
throughout the company should know 
their roles and be able to execute them 
without hesitation. 

Safety is the first priority in dealing 
with a violent or disaster-related situation. 
Weather emergencies and active shooter 
plans need to be practiced regularly so 
employees know not only their roles, but 
the role of the employee in the cubicle 
next to them to lend assistance if needed. 
Businesses with higher turnover should 
revisit and test their plans more frequently 
to ensure every staff member on any day 
is prepared to face challenging situations.  

Damage assessments
Once everyone is deemed to be safe, com-
panies should assess the damage from the 
situation and shift to the business oper-
ations plan to determine whether or not 
they can still meet the current needs of 
the enterprise. Can operations resume 
immediately or do you have to shift to a 
business contingency plan? 

A key element to answering this ques-
tion and handling any potentially disas-
trous situation is to maintain an up-to-
date and comprehensive inventory. A 
regularly updated inventory and equip-
ment audit is also crucial during the in-
surance claims process for crises such 
as theft or the destruction of a business. 
Video or paper inventory documentation 
is recommended to be updated at least 
annually. This is especially true for insur-
ance providers servicing high net worth 
individuals or larger corporations. 

An inventory and equipment audit not 
only helps during a claims process, but it 
becomes extremely valuable when enter-
ing the next stage of the crisis management 
plan – the business contingency plan. This 

plan will vary based on the company and 
industry, but typically includes factors 
such as alternative locations in case the 
company needs to relocate operations, the 
data recovery process, and how to source 
any needed equipment. 

Recovering after an emergency
Essentially, if a brick and mortar business 
is impacted by a disaster, what happens 
next? Do you know where to go and how 
to get the assets needed to get the busi-
ness back up and running? If so, how 
quickly can you do it? 

Fundamental components of contin-
gency plans need not only identify em-
ployee roles, but also individuals to take 
over certain areas in situations such as 
the sudden death of a company president 
or chief financial officer. Who is going to 
temporarily fill the role and the duties 
to keep the company moving forward? 
Will one individual be able to do so, or 
should it include a team completing the 
different tasks? 

A contingency plan should also an-
swer questions such as:  What do we do 

if our IT system crashes, our company 
data is hacked, or one of our locations 
is burned to the ground? All of these are 
extreme and difficult circumstances, but 
far too often in news headlines compa-
nies say, “We didn’t think this could hap-
pen to us.”

From an insurance perspective, busi-
nesses need to evaluate if they are able 
to self-insure or if they need to obtain 
insurance for different potential disasters 
or crises. If the need for insurance is iden-
tified, businesses should look for a policy 
that covers their unique needs with as few 
limitations as possible. 

Prioritizing protection and fewer con-
ditions will prove much more beneficial 
in the business recovery process than a 
plan with a lower upfront cost but strict 
coverage limitations that will either pre-
vent or delay benefits. Securing benefit 
claims and receiving as much capital as 
possible early on is crucial in recovering 
from any crisis situation. 

In order to be fully prepared, crisis 
management plans should be developed 
by the company’s leadership team and a 
full cadre of advisors. Asset managers, 
legal counsel and insurance providers 
should work hand-in-hand in developing 
aspects of the plan to account for all pos-
sibilities of a potential crisis. The breadth 
and depth of these threats are constantly 
evolving and new crises arise every day. 
With this continuous cycle, crisis man-
agement plans should be updated and 
tested accordingly. 

Crises come in all shapes and sizes and, 
although they can be forecasted to a de-
gree, they are unpredictable. The best and 
only solution is to prepare accordingly 
with a team committed to developing and 
constantly evaluating the crisis manage-
ment plan to ensure the business survives 
and continues to thrive. 

Bill Kowalski (info@Rehmann.com) is a 
principal and director of operations for 
Rehmann Corporate Investigative Services.  

It is important that 

businesses prepare like true 

emergency responders. 
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R
oss Compton woke up one 
morning to find his house 
on fire. The Ohio man 
tossed a large load of pos-

sessions outside, then climbed out of 
his bedroom window as the flames 
engulfed his home.
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I
f you have cracked the subrogation nut, your results show 
improved recoveries and decreased expenses. To achieve this 
level of success, you are likely using a combination of advanced 
analytics and machine learning. You understand third-party 

carrier behaviors and have real-time decision support tools for 
settlement, arbitration and litigation. In real time, your global 
delivery system and triage lands every file with the appropriate 
person immediately upon subrogation referral. Your sophisticated 
predictive models provide customized strategies for all recovery 
scenarios, by line of business and with a high degree of integration.  

These companies have a clear and direct understanding of what 
is driving recovery. The key to success has been viewing subroga-
tion as a strategic asset and a lever for managing indemnity while 
controlling expenses. The subrogation organization has become 
the launching pad for key talent throughout the organization.  

If that is not your company, then you are like most in the 
industry where subrogation is neither a top priority, nor viewed 
as a strategic asset. As organizations look for opportunities to 
cut expenses, they often miss the potential upside subrogation 
can bring. Even those who have already achieved subrogation 
nirvana can take steps to further optimize this strategic asset.  

Recovery shouldn’t be 
an after thought5 ASPECTS OF 
SUCCESSFUL 
SUBROGATION 
PROGRAMS 

By Christopher Tidball, Don Pierce and Brad Burdick
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Carriers across the industry are using 
a variety of levers to achieve success. That 
said, continued investment in subrogation 
is difficult, even for the largest carriers. Ex-
pensive modifications to legacy platforms, 
maintenance of external vendor networks, 
and constantly changing reporting re-
quirements all drive needs that most car-
riers struggle to satisfy. For carriers direct-
ing their investment dollars to other areas, 
outsourcing is an attractive alternative. 
Vendors who create scale across multiple 
organizations can also invest differently in 
the process through technology, analytics 
and various sourcing models. 

Keys to unlocking the 
subrogation process
Maximizing the subrogation process 
results in a material impact on loss ra-
tios, which generally outweigh expense 
savings 3-to-1. Examining this further, 
we find the top-performing subrogation 
organizations have not only streamlined 
back-office processes, but have also fo-
cused on five key areas: 

1. LIABILITY ASSESSMENT
Subrogation identification should begin at 
first notice of loss (FNOL). Understanding 
the dynamics of the claim allows for pro-
active identification of potential recovery 
opportunities. Even beyond the initial 
stages of the claim, liability decisions are 
often inaccurate. Only 3% of all claims 

with comparative negligence are actively 
evaluated for subrogation potential ac-
cording to PropertyCasualty360.com. 
Considering findings from jury verdict 
research that shows shared liability occurs 
in 45% of all cases adjudicated, a lot of re-
covery dollars are left uncollected.   

Providing the adjuster with sophisti-
cated analytics increases the likelihood 
of success in subrogation significantly by 
helping the adjuster monitor changes in 
liability as the claim matures, collect evi-
dence earlier in the process, and develop 
winning settlement strategies.

2. THIRD-PARTY NEGOTIATIONS
This is one of the most critical aspects of 
the subrogation process. Far too often we 
see ineffective negotiations where liability 
is conceded when it clearly should not have 
been. This happens for several reasons, but 
frequently, time constraints and the push 
for claim disposition have the unintended 
consequence of adversely impacting qual-
ity. We have found that structured work-
flow, data collection and sharing in the 
early triage stages combined with effective 
decision support tools that expose third-
party behaviors greatly improves yield per 
file in the subrogation process.

3. DAMAGES EVALUATION
Having a clear process to properly eval-
uate claims is critical, particularly on in-
bound demands where the other carrier 

may have paid for aspects of the claim 
that weren’t owed. To complete this effi-
ciently, many carriers have tools to man-
age the damage process. Often lacking is 
the ability to incorporate damage evalua-
tion directly into the subrogation process. 
Integrating these tools combined with 
knowledge management processes for 
negotiation can improve the efficiency of 
this process.

4. UNINSURED MANAGEMENT.
While there are many capable vendors 
in the marketplace, their effectiveness 
is often governed by the management 
process. Simply hiring a vendor is not 
enough. During many years of managing 
vendors for a large carrier, we found that 
those who did the best job were the ones 
who were truly business partners with a 
vested interest in positive, metric-based 
outcomes. We have found that an ongo-
ing process for case allocation to match 
the right vendor with the right files will 
improve outcomes. Smooth integration 
between the subrogation platform and 
vendor platforms creates efficiency, pre-
dictability and greater transparency.   

5. SERVICE ORIENTATION
In the age of social media, where bad re-
views can be posted on any number of 
sites in a matter of seconds, service is par-
amount. As fiduciaries of the insured, ad-
justers are responsible for protecting their 
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best interests.  When there is a collection 
opportunity, recovery often includes the 
insured’s deductible, and they don’t want 
80% of a deductible back if they are enti-
tled to 100%. While there are legitimate 
reasons to settle claims below the full de-
manded amount, the insured needs to be 
informed of the status and rationale for 
decisions. Service representatives need to 
be able to quickly check claims status and 
provide clear updates to policyholders.  

The importance of analytics and 
benchmarking
From the time a claim is first reported, 
activities related to the investigation 
yield important information that drive 
improved subrogation recognition and 
increase the probability of recovery. 
Scoring data based on the likelihood of 
recovery, the skillset required to settle 
combined with a comprehensive data set 
based on historical outcomes dramati-
cally improves staff efficiencies and the 
net recovery dollars.   

Analytics are only as effective as the 
technology that drives them. Workflow 
remains important. When adjusters are 
provided with dynamic data sets mapped 
through the right workflow, the tendency 
is to see better outcomes and compressed 
cycle times. Analytics can provide key 
indicators of claims ripe for straight-
through processing.  There is a direct cor-
relation between cycle time and outcome.      

Benchmarking is an effective tool for 
evaluating improvement opportunities, but 
the devil is in the details. The subrogation 
process has many levers including informa-
tion about files referred, files pursued, files 
recovered, time to recover, escalations and 
those with no carrier identified, to name a 
few. Comparing internal operations with 
industry benchmarks allows management 
to challenge the current approach. Are we 
pursuing enough opportunities? Is our suc-
cess ratio consistent with others? Are we 
using arbitration and litigation resources 
appropriately? The key is to continually 
seek to optimize outcomes and drive higher 
return on investment.  

Cycle time is of utmost importance as 
recovery declines in direct proportion to 
time in flight. The industry average for cy-
cle time is around 200 days, yet the aver-
age paid claim is less than 10. By focusing 
on straight through processing, improved 
triage and fast-track arbitration, this cy-
cle time can be compressed dramatically.  

Raising the Bar
If you already have a world-class subroga-
tion operation, then consider expanding 
its reach. Subrogation is truly a business, 
and when done correctly, is run like a 
profit center with its own profit and loss. 
The key to success is where to best align 
the skills to the processes. We have found 
that logical candidates include salvage 
(yes, salvage is a huge component of the 
most successful recovery operations), de-
ductible recovery, premium recovery and 
inbound demand processing. 

Expertise on Every Level
While many subrogation scenarios are 
simple and can benefit from straight-
through processing, others cannot.  Hav-
ing the triage methodology to get the 
right case to the right person at the right 
time drives outcomes.  Consider the case 

of the defective drywall manufactured in 
China that impacted thousands of Flor-
ida homeowners. Having expertise on ev-
ery level translates into capable adjusters 
who understand the nuances of difficult 
recoveries, such as those where American 
judgments are not recognized by Chinese 
courts, necessitating an entirely different 
strategy for recovery.  

Across the subrogation lifecycle, there 
are many considerations. While some 
have cracked the nut, others struggle. Re-
sults vary from company to company. The 
most successful have embraced subroga-
tion as a strategic asset and leverage their 
best adjusters to bring back the dollars 
they are owed. 

Industry leaders recognize that a highly 
successful subrogation strategy requires a 
combination of the best people, the most 
efficient processes, and state-of-the-art 
technology. By leveraging these three key 
components, it is possible to take an orga-
nization from ordinary to extraordinary, 
resulting in a significant competitive edge 
in the marketplace.  

Christopher Tidball (Christopher.
Tidball@exlservice.com) is the 
vice president of sales and claims 
transformation strategy at EXL. He 
is a former claims executive and the 
author of multiple books, including 
Re-Adjusted: Taking Your Claims 
Organization from Ordinary to 
Extraordinary. Don Pierce (Donald.
pierce@exlservice.com) is the vice 
president of recovery operations at 
EXL and has been creating innovative 
solutions for insurance customers for 
more than 30 years. He has achieved 
certification as a project manager (PMP), 
CPCU, APA and is a co-inventor for six 
issued patents focusing on recovery. 
Brad Burdick (brad.burdick@exlservice.
com) is the senior vice president of 
insurance platform services. For more 
than 30 years he married technology, 
analytics and operations to deliver best 
in class solutions for his clients, and leads 
a portfolio of businesses for EXL.

THE KEY TO SUCCESS 

HAS BEEN VIEWING 

SUBROGATION AS A 

STRATEGIC ASSET AND 

A LEVER FOR MANAGING 

INDEMNITY WHILE 

CONTROLLING EXPENSES. 
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Secrets to Combating Insurance Fraud  
with Data Analytics 

Three insurance executives offer a global perspective

 
By Michael Skiba, Ph.D.,  

Jeffrey G. Rapattoni and Chris McKibbin

A
s the insurance industry continues to embrace 
data analytics, the fraud sector is seeing in-
creasing benefits of implementation both do-
mestically and abroad. 

Fraud is an international problem as business and man-
ufacturing become more global. What impacts a company 
in Europe or Asia, will also affect companies in the U.S. 
and other countries. Cyber attacks such as the WannaCry 
virus are an excellent example of how one event can have 
global repercussions.

There are new tools, however, that will assist insurers 
and business owners in detecting and tracking the impact 
of fraud. Three insurance fraud professionals, one each 
from Germany, the U.S. and Canada, weigh in on how 
data analytics is changing the insurance fraud landscape. 
Michael Skiba, Ph.D., is vice president of counter fraud 
strategies for Inform and based in Germany. Jeffrey G. 
Rapattoni is co-chair of the insurance fraud/SIU practice 
group for U.S.-based Marshall Dennehey Warner Cole-
man & Goggin, and Chris McKibbin is a partner in the 
fraud investigation, recovery and enforcement practice 
group for Blaney McMurtry LLP, in Canada.
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MIChAel SkIbA JeFFrey G. rApAttonI ChrIS MCkIbbIn

What are the efficiency  
gains for carriers using 
advanced analytics?
Skiba: Carriers that use analytics can 
maximize fraud detection and optimiza-
tion with reduced efforts. One well-
trained SIU analyst utilizing the power 
of analytics can filter and route hundreds 
(or even thousands) of claims; claims that 
would normally have to be reviewed us-
ing manual methods. 

In this manner, the SIU units can fo-
cus on those claims that have the highest 
potential for success, making them more 
effective and efficient.    
Rapattoni: Our clients are seeing a huge 
return by way of “time on task,” that is, 
the carriers are getting more done in less 
time. This gain allows a more detailed 
investigation on an inventory of claims 
that match a particular outlier. Because 
the process is now expedited, the initial 
spend on the fraudulent claim is signifi-
cantly lower and the carrier is no longer 
chasing money.
Mckibbin: Efficiency gains can be mea-
sured across multiple carriers as well. For 
example, the Insurance Bureau of Can-
ada (IBC) now works with Canatics, a 
non-profit organization funded by nine 
member auto insurers representing some 
75% of the market. Canatics pools data 
from its members and applies advanced 

analytics to identify suspicious activity. It 
then provides alerts to IBC, which inves-
tigates suspected fraudulent activity. The 
pooling of data from multiple carriers 
(not sharing, so as not to offend privacy 
regulations) has benefitted each individ-
ual carrier significantly.  

How has the claims environment 
changed subsequent to analytic 
implementation?
Skibba: Companies that are using analyt-
ics in the claims environment are seeing 
significant return on investment. Many 
fraud solutions are, of course, used for 
fraud detection, but at the same time 
these systems can also be used in the 
claims environment. There are an infinite 
number of areas within the claim process 
that can benefit from the optimization 
process; whether it is fast-track settle-
ment routing, workflow management, 
filling informational gaps with third 
party data, and many more areas. 
Rapattoni: I think the claims environ-
ment is now faster. We are able to detect 
fraud quicker with technology than that 
of a manual read. It separates the claims 
inventory away from questionable claims 
so we can focus on process and payment 
to the insured.  
Mckibbin: Analytics has the potential to 
enhance all phases of the claims environ-

ment. Carriers are better-positioned to 
efficiently assign claims and set reserves; 
identify and fast-track low-risk claims; 
and detect potential fraud by using pre-
dictive analytics in real time.  

What are the anticipated 
innovations/trends in the  
data analytics environment  
that insurers should be  
aware of for 2018? 
Skibba: I think many carriers are aware 
that the future of fighting fraud is all 
about data; data management, inclusion 
and integration, and at the core of this 
data is the technology that surrounds it. 
But we can’t forget the “people” aspect of 
what is to come in fraud fighting. Many 
companies are failing to recognize that 
they need people who have the ability 
to leverage the power of this data and, 
furthermore, have some degree of com-
fort using technology to assist with fraud 
fighting efforts. 

This is not to imply that we will never 
need field-based SIU investigators “door 
knocking,” but we need to make sure all 
of our SIU staff is aware of the capabilities 
of technology and data in order to enrich 
their investigative skills. 
Rapattoni: I would expect to see the role 
of the data analyst continue to expand. 
With the influx of technology in front of 
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us, carriers will likely create roles for data 
experts so as to ensure their data plat-
forms are being maximized for a positive 
return on investment. With that, I would 
also expect the number of fraud referrals 
to rise given the data scrub that an analyt-
ics platform will likely provide.
MCKIBBIN: We anticipate that the posi-
tive lessons of analytics usage in the auto 
industry will more frequently be applied 
to other risks, such as P&C and life/dis-
ability insurance. The challenge will lie 
in reworking the relatively discrete set of 
variables in play in the auto sector for ap-
plication in other market sectors.  

How do the high-performing 
insurance carriers use data 
analytics to fight fraud? 
SKIBBA: The high-performing carriers that 
use data analytics do so in a manner that is 
more holistic and broader than customary 
systems. These carriers will insert a fraud 
detection system, but also use that pro-
gram in the point of sale, underwriting or 
claims environment. This will bring more 
data into the fraud system, data that will 
enrich and strengthen the fraud results. 
RAPATTONI: High-performing carriers 
can now identify fraud before the money 
is out the door. They have a more robust 
claims protocol that expedites the identi-
fication of fraud.  With earlier detection, 
the carrier can choose to take a recorded 

statement or examination under oath or 
log the event for purposes of building a re-
covery action against the defrauding party. 
Simply stated, carriers are using this tool 
to stop the fraud bleed before it begins. 
MCKIBBIN: Michael’s point about holistic 
approaches to data analytics is excellent. 
Underwriting and claims can each de-
velop information useful to its counter-
part for the ultimate benefit of both. It 
is essential that underwriting and claims 
consciously make an effort to avoid the 
“silo” approach, and realize that they can 
benefit each other immensely. The very 
best carriers will also engage in con-
structive self-criticism or “self-scout-
ing,” critically assessing the outputs of 
their data analytics systems on an on-
going basis to improve what data is col-
lected, how it is collected, and how it is 
processed and weighted.  

How should global counter-
fraud strategies utilizing data 
analytics differ from smaller 
scale “domestic” approaches?   
SKIBBA: Carriers that have successful 
counter-fraud programs on a global level 
are ones that have realized the benefit of 
getting all of their systems “talking” to 
one another. It is vital for companies to 
refrain from a silo approach to their data; 
that is, not allowing information to leave 
certain areas. Carriers that can bridge the 

informational gap and analyze policy data, 
claims data and third-party data across 
global lines have seen incredible returns 
on this effort.  
RAPATTONI: Domestic approaches are 
more limited and oftentimes miss the big 
picture. The data is limited so the final 
product is limited. Carriers that take the 
global approach are always going to see the 
bigger picture because they are not focus-
ing on limited sects. Taking a broader ap-
proach allows the carrier to consider fraud 
over multiple lines of business. Likewise, 
that approach allows the company to look 
beyond its own backyard and peer into dif-
ferent regions and countries. Bottom line; 
globalization of data detects more fraud.
MCKIBBIN: The lessons of effective scal-
ability play out in an even broader con-
text in data pooling efforts across multiple 
carriers, such as that utilized by IBC and 
Canatics. Getting carriers in non-auto sec-
tors to collect and record data with a view 
toward pooling of such data may represent 
the next frontier in this area.  

Contact Michael Skiba at michael.
skiba@inform-software.com, Jeffrey 
Rapattoni at jgrapattoni@mdwcg.
com and Christopher McKibbin at 
cmckibbin@blaney.com. Marshall 
Dennehey and Blaney McMurtry LLP are 
members of the Insurance Law Global 
Network (www.ilg.com). 

Fraud is an international problem as 
business and manufacturing become 
more global. 
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L ast month this column cited a Smith-
sonian article about a 13th century 
village in Greenland that was aban-

doned when the village’s primary source 
of trade, walrus tusks, lost market value 
to African elephant tusks. The same situa-
tion is now happening in the Appalachian 
coal country as alternate forms of energy 
replace much of the world’s need for coal. 

A few, as cited in J.D. Vance’s Hillbilly 
Elegy, moved to the industrial north, but 
then foreign steel and other cheap labor 
products from Asia and Latin America 
made those jobs obsolete. What were the 
former coal miners to do? Unfortunately, 
the answer was to turn to opioids, and 
the Midwest is now bogged down in an 
opium/heroin epidemic.

So where do unemployable drug ad-
dicts go? Some avoided that problem and 
learned new trades, often in the growing 
technology arena. But for every 10 new 
tech start-ups, eight or nine fail and go 
bankrupt. Farming, another skill the 
miners may have had, is also a dead-end, 
as farming is now a corporate industry. 

The family farm died in the last century. 
Hence the move to welfare and homeless-
ness – and drugs. Narcotics is a booming 
business, whether or not Mexico pays for 
building a $25 billion wall. 

There is, to a very minor degree, still 
some coal mining, some for U.S. power 
plants and some for foreign export, but 
it is a shadow industry. Oil is booming, 
but after the wells are drilled and the 
pumping becomes mechanized, there is 
not much call for “roustabouts.” There are 
plenty of jobs for migrant agricultural or 
domestic workers, but Americans won’t 
take those jobs. Hence unemployment is 
stuck somewhere between four and five 
percent. (The actual numbers are greater 
than in the Great Depression!)

An iconoclastic prediction
In mid-2017, a chunk of Antarctician ice 
the size of Delaware broke off and floated 
in the South Atlantic as an iceberg. As 
80% of any iceberg is below the surface 
and full of air bubbles, this alone won’t 
add much to the oceanic sea levels. But 

what is melting from Antarctica’s glaciers, 
as well as those glaciers on Greenland, 
Alaska, Canada, and even Glacier Na-
tional Park, add to the sea level – and it 
may rise by 13 feet or more by the end of 
the current century. 

How are these factors connected and 
how do they relate to claim adjusting? The 
answer is already evident as property ad-
justers are writing checks for total losses 
of homes burned by wildfires across the 
American West. As sea levels rise, they’ll 
also be writing checks (at least to those 
who purchased federal flood insurance, if 
it is still available,) to residents of the Gulf 
and Atlantic Coast as their homes wash 
away in the rising surf.

But what about the unemployed? The 
global warming that even skeptics now 
seem to accept as reality has a lining, per-
haps not silver, but we’ll have to do with 
brass or tin for a while. Technology is not 
going to provide a solution for the forest 
fires or the rising ocean, but there may 
still be opportunity in those areas for oth-
ers besides adjusters. 

If a young person were to ask what field 
they should enter, I would suggest hy-
drology. Water is scarce and precious, and 
needs to be controlled. Hydrology could 
provide employment for hundreds of 
thousands of workers, building levees or 
dams, laying pipeline to transport excess 
fresh water from where it isn’t wanted to 
where it is needed, providing home res-
toration for flood victims who, like the 
characters in Vance’s Elegy, won’t move, 
or trimming brush in potential wildfire 
areas before some careless smoker starts 
another blaze. 

There is no end to the number of new 
fields of endeavor (including claims ad-
justing) that the new reality of global 
warming will bring. Unlike the 13th cen-
tury Greenlanders who just picked up 
their valuables and moved, we don’t all 
need to become migrants.  

Ken Brownlee, CPCU, (kenbrownlee@
msn.com) is a former adjuster and risk 
manager based in Atlanta, Ga. He now 
authors and edits claims-adjusting 
textbooks. Opinions expressed are the 
author’s own.

Moving on After the 
Big Freeze – Part II

ICONOCLAST
By Ken Brownlee, CPCU

Editor’s Note: This is part two of a two-part series.
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