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Social Engineering Fraud

Common Scenarios:

1. Fake Client Scam

2. Executive Impersonation Scam

3. Vendor Email Hack / Impersonation

4. Collection Scam targeting Lawyer



Social Engineering - Coverage Issues

Not an easy “fit” with traditional Commercial
Crime and 3-D wording

Some insureds have attempted to fit into On-
Premises or Funds Transfer Coverages

On-Premises: Fraudster must be on premises at
time loss occurs — “set-up” of later off-premises
fraud not enough: Bankmanagers (7t Cir. 2013)



Social Engineering - Coverage Issues

Direct Loss Requirement: may be a problem
where client funds are involved: Taylor &
Lieberman (CD Cal 2015) Blaneys Fidelity Blog

Funds Transfer Fraud not a good fit; instructions
to bank must themselves be fraudulent

Unwitting, but authorized, instruction by Insured
containing fraudulent information is typically
Insufficient: Northside Bank (Pa. 2001)



Social Engineering — Recent Developments

SEF endorsements introduced in Canada 2014

Where coverage is not purchased, the usual
“target” insuring agreement is Computer Fraud

Computer Fraud Coverage is intended for
hacking-related losses only: Pestmaster (9t Cir.

2016) Blaneys Fidelity Blog



Pestmaster (9t Cir. 2016) cues rue e

When Priority 1 transferred funds pursuant to authorization from
Pestmaster, the transfer was not fraudulently caused. Because
computers are used in almost every business transaction,
reading this provision to cover all transfers that involve
both a computer and fraud at some point in the transaction
would convert this Crime Policy into a “General Fraud”
Policy. While Travelers could have drafted this language more
narrowly, we believe protection against all fraud is not what was
Intended by this provision, and not what Pestmaster could
reasonably have expected this provision to cover.



Apache (51" Cir. 2016) s reeiy sos

Vendor impersonation fraud

Request to change bank account data comes
from @petrofacltd.com, not @petrofac.com

Email attached fake confirmation letter

Employee called phone number on fake
letterhead

Net loss of $2.4 million



Apache (51" Cir. 2016) s reeiy sos

Court finds no coverage

Fraudulent transfer was not direct result of
computer use

“To Interpret the computer-fraud provision as
reaching any fraudulent scheme in which an
email communication was part of the process
would ... convert the computer-fraud provision to
one for general fraud.”



Taylor & Lieberman (9th Cir. 2017)

Blaneys Fidelity Blog

Accounting firm manages client accounts, has POAs
Client’'s emall account compromised

Coverage: “an unauthorized (1) “entry into” its
computer system, and (2) “introduction of

Instructions” that “propogate[d] themselves” through
Its computer system.”

District Court: No direct loss (C.D. Cal. 2015)

Blaneys Fidelity Blog




Taylor & Lieberman (9th Cir. 2017)

Blaneys Fidelity Blog

Court finds no coverage

“... under a common sense reading of the policy,
these are not the type of instructions that the
policy was designed to cover, like the
Introduction of malicious computer code. ...
Additionally, the instructions did not, as in the
case of a virus, propagate themselves
throughout T&L’s computer system; rather, they
were simply part of the text of three emails.”



SEF: Decisions for Insurers

Nomenclature: Fraudulently-Induced Transfers

Include SEF in base wording or targeted
exclusions in base wording?

“Non-Optional” SEF endorsement

Offering SEF coverage to applicants (and
documenting it): using the “reasonable

expectations” doctrine proactively (Progressive
Homes, SCC 2010)



Bitcoin and other
Cryptocurrencies



What is Bitcoin?

Decentralized virtual currency

Contrast with centralized virtual currencies,
which are controlled through a central entity

In a decentralized system, transactions run
from person to person; no central entity

Recorded instead in a Blockchain



What is Blockchain?

Public “ledger” of Bitcoin transactions

Each transaction requires key (for
specific coin) and private key (for owner)

Combination is compared to Blockchain to
determine whether transaction Is
legitimate (“Mining”)



Blockchaln — I\/Ilnlng (Ridiculous Simplification)
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Bitcoin — Wallet



Bitcoin — Wallet

Bitcoins must be stored in a wallet (online
or offline)

Wallet not provided by Bitcoin — separate
software

Not entirely anonymous

Key issue — Wallet Vulnerabillities



Bitcoin — Risks

Blockchalin itself is thought to be safe
(eliminates “double-spend” problem)

Wallet-related fraud much bigger problem
Exchange-related fraud also a problem

Some “mainstream” vendors “accept”
Bitcoin, but only through an exchange or
middleman (e.g., Coinbase or BitPay)



Bitcoin — Wallet Risks

Walllets are software. They can be hacked (e.qg.
Mt. Gox and fraudulent withdrawals)

Scam Walllet Services (e.g. Onion Wallet)



Bitcoin — Wallet Risks

Theft of Private Key = Theft of Bitcoin =
Bitcoin can be spent by fraudster

Loss of Private Key = Loss of Bitcoin =
Bitcoin “Disappears”

Wallets can also be the target of Social
Engineering Fraud



Bitcoin: Fidelity Insurance Issues

Covered Property

Proof and Quantum of Loss

hird Party Losses

Dishonest / Criminal Acts Exclusions



Fidelity Insurance Issues

Covered Property?

Money — Not Cash, but what about “Currency”?

Securities — “Negotiable and Non-Negotiable
Instruments representing Money or Property”

Other Property — tangibility requirement

“Cryptocurrencies” included or excluded?



Great American Endorsement

Securities 1Is amended to include: ....

c. bitcoins, which are a form of virtual or on-
line peer to peer mediums of exchange,
used to pay for goods or services, or held for
Investment, which can be purchased and
which can be exchanged into cash.



ISO Exclusion / Modified Exclusion

K. Virtual Currency

Loss involving virtual currency of any kind, by whatever
name known, whether actual or fictitious including, but not
limited to, digital currency, crypto currency or any other
type of electronic currency. However, if a Virtual Currency
Limit Of Insurance is shown in the Schedule, we will pay up
to that amount for loss of virtual currency shown in the
Schedule. That amount is part of, not in addition to, the
Limit Of Insurance shown in the Declarations for the
applicable Insuring Agreement.



Fidelity Insurance Issues

Proof and Quantum of Loss

Lack of reliable third-party verification

Means of establishing loss — forensic verification
of transaction from other evidence?

Existence and Quantum can be especially hard
to establish if wallet stored offline — proof of
existence is wallet itself



Fidelity Insurance Issues

Third Party Losses

Some mainstream vendors “accept” Bitcoin, but
only through an exchange or middleman (e.g.,
Coinbase or BitPay)

Exchange converts into dollars

What if loss occurs while Bitcoins / dollars are in
possession of intermediary?

Coverage for intermediary?



Fidelity Insurance Issues

Dishonest / Criminal Acts Exclusions




Ransomware
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Ransomware



What Is Ransomware?

Restricts access to the infected system
Demands that the user pay a ransom
May misrepresent an association with law enforcement



Is Coverage Available?

No coverage decisions

Non-Crime Coverages (e.g., Cyber Risks;
Kidnap, Ransom & Extortion)

Attempts to “fit” into Crime Coverage:
Computer Fraud Insuring Agreement
KR&E / Voluntary Parting exclusions

Lack of consistency



Computer Fraud Insuring Agreement

We will pay for loss of, and loss from damage to,
Money, Securities and Other Property resulting
directly from the use of a computer to fraudulently
cause a transfer of that property from inside the
Premises or Banking Premises:

a) to a person (other than a Messenger) outside
those Premises; or

b) to a place outside those Premises.



Computer Fraud — Issues

ssue: Is Bitcoin “Money, Securities or Other
Property”™?

ssue: Ransomware does not “fraudulently

cause a transfer”; encrypted files not transferred.
Insured causes transfer of  separately.

Issue: “Voluntary Parting” Exclusion




KR&E Exclusion

... ho coverage will be available ... for:

... loss or damage as a result of a kidnap, ransom
or other extortion payment (as distinct from
Robbery) surrendered to any person as a result of
a threat to do bodily harm to any person or a threat
to do damage to the Premises or other property,



Ransomware: Decisions for Insurers

Is this a Cyber Risk, a Crime Risk or a separate
specialized risk? (e.g., KR&E)

Will we see Ransomware Endorsements?

How to deal with Loss / Limits / Deductibles?

Value based on ransom paid? (NHS/WannaCry =
$20,000 as of May 13, 2017)

Value based on Restoration Expense?
Business Interruption Loss?



Further Reading

M.J. Krone and H.M. Bernstein, “Introduction to Bitcoin and Potential
Insurance Coverage for Virtual Currencies”, 21 Fidelity L.J. 143 (November
2015)

J.L. Laycock, “Understanding the Difference between Computer Fraud,
Funds Transfer Fraud & Fraudulently Induced Transfer Coverage within a
Crime Policy”, Canadian Underwriter (May 9, 2017)

D.S. Wilson, C. McKibbin and Z. Garcia, “Coverage for Social Engineering
Fraud Takes its Place Among the Required Coverage for Canadian
Business” Claims Canada (January 2017)
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Blaneys Fidelity Practice Group
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